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A technical information report (TIR) is a publication of the Association for the Advancement of Medical
Instrumentation (AAMI) Standards Board that addresses a particular aspect of medical technology.
Although the material presented in a TIR may need further evaluation by experts, releasing the information is
valuable because the industry and the professions have an immediate need for it.
A TIR differs markedly from a standard or recommended practice, and readers should understand the differences
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International Standards adopted in the United States may include normative references to other International
Standards. AAMI maintains a current list of each International Standard that has been adopted by AAMI (and ANSI).
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Foreword
A challenge with ANSI/AAMI/ISO 14971 is that it does not require a formal, organized summary of why the device is
safe for its intended use. While ANSI/AAMI/ISO 14971 requires a series of discrete analyses and reports, there is no
overview document that provides a roadmap to product risk. Although ANSI/AAMI/ISO 14971 requires a risk
management report, this report is at a very high level. The requirements of ANSI/AAMI/ISO 14971 ensure that an
Overall Residual Risk Evaluation has taken place, and that a risk management report ensures that:

a) The risk management plan has been appropriately implemented;
b) Appropriate methods are in place to obtain relevant production and post-production information.
Thus, a risk management file created according to these tenets would not actually summarize the findings and
actions from risk management activities; it would not tell the story of safety.
A reviewer is often faced with thousands of pages of design documentation, with no overall summary as to why the
designers believe the product is safe. Additionally, if the reviewer is interested in a particular issue, there is no
roadmap to finding that issue within the design documentation. The set of risk management documents may form a
jigsaw puzzle of discrete elements, with no picture of how they fit together.
The Medical Device Safety Assurance Case outlined in this technical information report (TIR) provides a
comprehensive and organized summary of product risk along with the evidence-based arguments that support the
claims that the hazards that may arise from risk has either been eliminated or mitigated to the extent that the product
is safe for its intended use.
An assurance case includes a top-level claim for a property of a system or product (or set of claims),
systematic argumentation regarding this claim, and the evidence and explicit assumptions that underlie this
argumentation. Arguing through multiple levels of subordinate claims, this structured argumentation
connects the top-level claim to the evidence and assumptions. [ISO/IEC 15026-2:2011]
An assurance case is a systematic, structured methodology for supporting a stated claim. The claim may be related
to safety, reliability, maintainability, security, etc. A safety assurance case is an assurance case with a top-level claim
of safety.
This TIR provides information useful to creating and maintaining safety assurance cases for medical devices. It does
this in the context of ANSI/AAMI/ISO 14971 and ISO/IEC 15026-2. There is additional discussion about the
relationship between risk management and safety assurance cases in section 7.
While the examples used in this TIR are based on infusion pumps, the same principles apply to developing safety
assurance cases for any medical device.
Suggestions for improving this recommended practice are invited. Comments and suggested revisions should be sent
to Technical Programs, AAMI, 4301 N. Fairfax Drive, Suite 301, Arlington, VA 22203-1633.
NOTE—This foreword does not contain provisions of the AAMI TIR38, Medical device safety assurance case guidance
(AAMI TIR38:2014), but it does provide important information about the development and intended use of the document.
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Introduction
Risk management for medical devices begins at product conception and continues as an active process throughout
product realization, maintenance, and retirement. The importance of clear and thorough documentation that is
maintained throughout the lifecycle cannot be overemphasized.
Traditional risk analysis tools such as hazards analysis, fault tree analysis, failure modes and effect analysis, each
provide useful insights into the risk profile of a particular system / product / process. However, none of these tools
tells the complete, integrated safety story. These traditional tools are each a chapter in the overall story, each
speaking to a certain aspect of risk, but few techniques are specifically tasked to structure the summary of a risk
management file demonstrating safety. Without this story, it is difficult to know if risk management is complete.
There is a subtle difference between a risk-based focus and a safety-based focus. Risk management is required to
support claims of safety, but it is not clear that they alone are always sufficient to demonstrate safety. Much like the
relationship between verification and validation, the goals of risk management and safety assurance cases are
related but distinctly different.
The purpose of a medical device safety assurance case (“safety case” in this document) is to tell this story of safety
to the original designers, regulators, maintainers, integrators, and potentially even customers. The safety case
accomplishes this storytelling by taking the information developed under risk management processes and explaining
what decisions were made, why the decisions are reasonable, and where the reviewer can look for additional
information.
A safety case is a report that explains how:
1.

the intended use has been analyzed and hazards have been identified;

2.

hazards / hazardous situations have been effectively mitigated;

3.

evidence demonstrates that the mitigations are effective and will be effective over the product’s lifetime;

4.

a robust process has been followed throughout steps 1 through 3.

Items 1 through 3 are described in detail in ANSI/AAMI/ISO 14971 and item 4, robustness of the process applied, is
related to the quality system in general.
A safety case meets these goals by explaining the elements and documents of the applied risk management process
and why the process has been robust (i.e. in control and with a high level of assurance) by making implicit design
decisions explicit and by acting as a structured index in the design files.
To realize the full benefit, the Safety Case development process must be ongoing during product design. In this way,
the designers can appropriately address new hazards and faults as they arise and better inform and document the
design tradeoffs and choices they make.
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AAMI Technical Information Report

AAMI TIR38:2014

Medical device safety assurance case guidance
1 Purpose
The purpose of this TIR is to provide guidance on the development of Safety Cases for the design of a medical
device. It is intended primarily for product developers, quality assurance, regulatory reviewers and auditors – anyone
who requires a clear and complete story regarding the safety of a medical device’s design.
Even though drug delivery devices have been primarily used within examples shown, the same definitions and
approach can be used for any medical device.

2 Scope
This TIR is a safety case development reference for medical device design. The TIR is intended to provide a
framework within which experience, insight, and judgment are applied systematically to assure and document the
safety of a medical device’s design.
This TIR is not intended to be a prescriptive guidance for the development and documentation of safety cases. This
TIR also does not address all necessary activities required to assure that the device, as presented to the user /
patient, is fit for use.
In order to simplify this TIR, this guidance has an assumption that the reader is familiar with the hazards for a
particular type of product, and is not designing a new-to-world product. While the techniques in this guidance can be
used for innovative products, this TIR is targeted at existing, well understood products.
Finally, this guidance is written with a focus on “design safety assurance”, emphasizing design inputs, design outputs,
verification, and validation. The same techniques can be used for developing a “GMP safety assurance”, which
accounts for verification and validation of the manufacturing and quality process controls. It is suggested, though not
required, that a Safety Case include both aspects of the design and GMP elements of the medical device in order to
effectively argue that the device as a system is safe and effective.

3 Relationship to other standards
The ISO/IEC 15026 series of standards defines terms, establishes concepts and their relationships, and specifies
minimum requirements for the structure and content of an assurance case. We recommend that you follow the
standard throughout the development of your safety case.
ISO/IEC TR 15026-1:2010, Systems and software engineering — Systems and software assurance — Part 1:
Concepts and vocabulary
ISO/IEC 15026-2:2011, Systems and software engineering — Systems and software assurance — Part 2: Assurance
case
The ISO/IEC 15026 series does not currently include information that is specific to medical devices; for example, a
common question on how to integrate existing medical device risk management processes with safety cases is not
addressed by ISO/IEC 15026. This TIR attempts to bridge that gap.
ANSI/AAMI/ISO 14971:2007/(R)2010, Medical devices – Application of risk management to medical devices
Risk management is the foundation for safety case development. The ANSI/AAMI/ISO 14971 standard provides
guidance on the processes that can be used to obtain the necessary information to complete a safety case.
However, we note that there is additional work beyond ANSI/AAMI/ISO 14971 that is needed to complete a safety
case.
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4 Terms and definitions
For the purposes of this document, terms and definitions given in ISO/IEC TR 15026-1 and ANSI/AAMI/ISO 14971
apply. Fundamental assurance case terms are restated here for convenience or because they are not explicitly
defined in the referenced standards.
4.1

assurance: grounds for justified confidence that a claim has been or will be achieved

[ISO/IEC TR 15026-1:2010]
4.2

argument: a logically stated and convincingly demonstrated reason why a claim is true

4.3

assumption: something that is believed to be true without evidence

4.4

assurance case: representation of a claim or claims, and the support for these claims

NOTE
An assurance case is reasoned, auditable artifact created to support the contention its claim or claims are satisfied. It
contains the following and their relationships:
—

one or more claims about properties;

—

arguments that logically link the evidence and any assumptions to the claim(s);

—

a body of evidence and possibly assumptions supporting these arguments for the claim(s).

[ISO/TR 15026-1:2010]
FDA’s Total Lifecycle Guidance [2010] states:
An assurance case is a formal method for demonstrating the validity of a claim by providing a convincing argument
together with supporting evidence. It is a way to structure arguments to help ensure that top-level claims are credible
and supported.
4.5

claim: statement of something to be true including associated conditions and limitations

NOTE 1 The statement of a claim does not mean that the only possible intent or desire is to show it is true. Sometimes claims are
made for the purpose of evaluating whether they are true or false or undertaking an effort to establish what is true.
NOTE 2 In its entirety, a claim conforming to ISO/IEC 15026-2 is an unambiguous declaration of an assertion with any associated
conditionality giving explicit details including limitations on values and uncertainty. It could be about the future, present, or past.

[ISO/TR 15026-1:2010]
NOTE 3 An assurance case “claim” is distinct from device promotional claims. A safety case is focused on the safety aspects of
the product only, and not its promotional claims.

4.6

evidence: data used to support an argument

4.7
valid scientific evidence: Valid scientific evidence is evidence from well-controlled investigations, partially
controlled studies, studies and objective trials without matched controls, well-documented case histories conducted
by qualified experts, and reports of significant human experience with a marketed device, from which it can fairly and
responsibly be concluded by qualified experts that there is reasonable assurance of the safety and effectiveness of a
device under its conditions of use. The evidence required may vary according to the characteristics of the device, its
conditions of use, the existence and adequacy of warnings and other restrictions, and the extent of experience with
its use. Isolated case reports, random experience, reports lacking sufficient details to permit scientific evaluation, and
unsubstantiated opinions are not regarded as valid scientific evidence to show safety or effectiveness. Such
information may be considered, however, in identifying a device the safety and effectiveness of which is questionable.
[21 CFR 860.7(c)(2)]
4.8

system hazard: a broad, logical grouping or category of hazards.

EXAMPLE

4.9

Biological hazards are system hazards.

sub-hazard: specific types of hazards

EXAMPLE

Infective Agents are sub-hazards to a Biological hazard.
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5 Regulatory context
Safety Cases have since been adapted for use by high-risk industries such as rail service, nuclear, and defense. The
UK Defence Standard 00-56 requires the development and maintenance of Safety Cases over the product
development lifecycle; the submission and acceptance of the Safety Case is an integral part of the Ministry’s
evaluation of program progress.
However, it is important to note regulatory differences between other high-risk industries and the medical device
industry. These differences drive subtle but important differences in the breadth and depth of documentation that is
provided in an assurance case. Assurance cases can only be effective communication tools if the audience’s needs
are well understood, and medical product regulators have different needs than Ministries of Defence.
For example, regardless of industry, one of the contributing factors to product safety is that its design and testing was
performed by qualified personnel. Evidence of training records therefore are part of a defense “submission.”
However, the FDA and various Ministries of Health do not require this level of detail, as training records are not
typically part of a medical device submission. Operators must be trained as part of design controls, the training must
be documented, and those records are subject to audit, but are not provided in a substantial equivalence-based
regulatory submission. This difference in level of detail is one of the distinguishing features of a medical device safety
case as compared to Classic Safety Cases in other industries.

6 Safety case model for a generic medical device
6.1

Model objective

The objective of the safety case model proposed in this TIR is to provide a starting point for your safety case and
explain one methodology for development of a convincing safety case. The model is intended only as a framework
under which the developer can create a safety case unique to their device. After familiarizing yourself with the
suggested top-level claims/arguments and evidence characteristics described within the model, you will need to
carefully implement processes and analysis to produce the safety case for your particular device. The safety case for
a medical device intended for market will be much more detailed and thorough than the information presented within
the model. Additionally, the safety case model presented is limited to demonstrating that the design of the device is
adequately safe. As such, the concepts presented are related to the design of the device only and do not extend to
the construction, installation, or manufacturing of the medical device.
6.2

Safety case introduction

A safety case consists of a structured argument, supported by a body of evidence that provides a compelling,
comprehensible and valid case that the medical device is safe for its intended use (e.g. for use on intended patient
populations, by intended users, within intended environments of use). Safety cases are unique to individual products
and are dependent on individual product requirements, hazards, design, and documentation.
The safety case is fundamentally grounded in safety engineering practice and principles. If you have already
implemented an adequate safety engineering management system, then the creation of a safety case should be a
natural extension of your existing activities.
The generation of your safety case should begin early in the design and development process and should be updated
often as the design reaches its final stage.
Main elements of a safety case are described within the definition section. Included below is a general schematic of
the progression of a safety case with each of the elements in a diagrammatic format. As is noted in section 15, Styles
of safety case notation, we recommend the use of multi-format safety cases. However, the goal of this TIR is not the
format. Rather, the goal of this TIR is to explain a preferred argumentation pattern.
The diagram in Figure 1 is provided using a Goal Structured Notation (GSN) and depicts the goals, strategies, and
evidence, along with some contextual elements (e.g. contexts, constraints, justifications, assumptions, and
definitions). Depending on the notation you select, the terminology may differ. For purposes of consistency, we have
used GSN terminology throughout this TIR. The objective is not to focus on GSN versus any other formatting
notation. Rather, we are focused on the concept of arguing adequate design safety by demonstrating that hazards
are adequately addressed.
In general, the top-level goal is the highest level objective the safety case developer is attempting to achieve. This
case element is then supported by the top-level strategy which is the primary method of arguing that the goal is true.
The top-level strategy develops lower sub-goals, which independently assert the next level of safety assurance. This
goal-to-strategy pattern is iterative, producing increasingly specific levels of goals until the desired level of specificity
is reached, at which time evidence can be citied to support the lowest-level goal.
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Figure 1 – General safety case elements
6.3

Proposed model — Safety case elements

There are numerous strategies that could be selected for arguing that a safety goal is supported, not all of which are
convincing. For instance, a case could argue safety of a medical device based solely on the device meeting all
performance requirements or the safety reputation of past products developed by a company, but these arguments
alone are not likely to be convincing. This TIR proposes an approach that is intended to support the construction of a
comprehensive and convincing safety case for medical device design.
6.3.1

Top-level goal

The top-level goal as developed within this TIR is stated as: “The Device Design is Adequately Safe”, where the
device referenced is your specific device. This is shown in Figure 2. Permutations on this top-level goal are possible;
however, the meaning of the statement should remain that the device design is adequately safe. Here the word
“adequate” acknowledges that no device design can be completely safe at all times for all users and patients, but it
does not insinuate that it is acceptable for developers to forego responsibilities required of them to assess and
address safety issues with the device. The top-level goal of the case as developed within this TIR also has several
constraints and definitions in the form of contextual and assumptive case elements. These elements narrow the
scope of the top-level safety goal to its intended use, which is significant as these are the parameters under which the
developers have analyzed the safety of the device design.
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Figure 2 –Safety case model — Focus on top-level goal
6.3.2

Top-level strategy elements

After the top-level goal has been identified, the case should then describe the means by which that goal will be
fulfilled, which is accomplished through the top-level strategy. The model takes the approach of a top-level strategy
that “argues over credible device hazards”, which is to say that the safety of the device will be asserted over the
enumeration (and subsequent control) of all conceived device hazards. This approach places a great deal of
importance on the processes and analyses that are used to enumerate the listing of reasonably foreseeable hazards,
and so it is useful to also include a “confidence case” to support this particular case element. The concept of adding
confidence to the safety case is elaborated within section 7.
Identification of credible device hazards should follow normal analytical processes (e.g. review of predicate devices,
complaint files, literature, adverse events, recalls, standards, regulatory guidance documents, interview of experts
and users, assessment of use environments, etc.) The highest levels of hazards enumerated within the case are
referred to within the model as “system level hazards”. Hazards of this classification can be thought of as categorical
in nature and represent the highest level and most generic hazards the system may cause or contribute to that could
result in harm if not addressed. It has been observed that, irrespective of the device type, the number of credible
system level hazards can generally be categorized into a relatively small set of hazard categories. For the drugdelivery example provided within section 6.4, the reader can note that only four distinct system level hazards have
been identified at this time. Please note that this does not suggest that the example drug delivery system only had
four relevant hazards, it simply means that nearly any hazard associated with the device can be categorized under
one of a limited number of “system hazards”. For instance, a hole present in the fluid path of the device or an
incorrect volume unit demarcation on the device are both independent and concerning hazards, however they can
both be considered as a subtype of the “Delivery Error” system level hazard.
Figure 3 below shows the model safety case with highest level hazards or “system hazards” as being enumerated
under the top-level argument.
The generic safety assurance case model is shown in Figure 3 with the addition of a top-level strategy which "argues
over" reasonably foreseeable hazards. The "system hazards", as described in the paragraph above are shown as the
top-level hazard listing. The graphic argument structure illustrates the information required to support the stated
goals. For example, the “Design Safety Confidence” node indicates that the device hazards are correct and complete
within a separate case structure. This node is a pointer to a location where the argument is made support the
assertion of correctness and completeness. Device System Hazard claims point to the information demonstrating that
the identified system hazards are adequately addressed.
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Figure 3 — Safety case model
6.3.3 – Proceeding strategy and goal elements
Within each of the system hazards provided within the safety case, more detailed circumstances and causes of those
hazards can be enumerated and further categorized into sub-hazards. The generation of hazards and their causes is
iterative and will produce increasingly focused and more specific levels of detail (e.g. causes, initiating events, faults,
failure modes, etc.) to the point where the process will produce a listing of sub-hazard specific enough to be
addressed by one or more controls. Please note that, depending on the nature and complexity of the hazard
categories and causes generated by the safety case development process, changes in the way information is
presented may be necessary to ensure ease of readability. Table 1 provides an example of one such format change,
where the top-level graphic argument transitions into a tabular presentation with the first level of sub-hazards being
enumerated under system hazard N. It is acceptable to switch presentation formats throughout the safety case, as
long as the transition between the information is explicit. A specific device example is provided in Table 3.

Table 1 – System hazard enumeration
Device System Hazard

Sub-Hazard Enumeration
Sub-Hazard 1
Sub-Hazard 2

Device Hazard N

Sub-Hazard 3
…
Sub-Hazard n
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6.3.4

Evidence elements

Once you have determined a control method or methods for addressing a hazard, the safety case should provide
evidence to demonstrate that the selected methods to address the hazardous situations are adequate. Evidence may
exist in many forms, some more common evidence types are:
—

Test protocols/reports

—

Conformance with standards

—

Summary analyses

—

Statements or testimony of subject matter experts

—

Past experience with comparable processes or components

—

Clinical data

—

Usability studies

Irrespective of the type of evidence presented, the safety case developer must include the evidence to convincingly
argue that the lowest level hazard goal cited is well controlled by the evidence of interest alone or in combination with
other evidence presented. It is not sufficient to identify incomplete, incorrect, or generic evidence to support a given
hazard goal. Where the relationship between hazard goal and evidence may not be immediately clear to the reader, it
is often necessary to include justifications or context case elements to assist the reader.
Rather than simply listing evidence within the case that may require the reader to draw conclusions about the
suitability of that evidence, it is useful to think of the lowest-level hazard, controls which address the hazard,
justification of controls, and demonstration of effective implementation of controls collectively as the evidence
supporting a developer’s goal.
6.3.5

Context, constraint, justifications, assumptions, and definition case elements

The safety case should provide a clear and logical progression of system hazards and sub-hazards or causes
resulting in controls that address the stated hazard, supported by evidence of implementation of the controls. The
case should not be composed in a way which requires the reader to make assumptions or connections between case
elements for themselves. Leaving the reader with the burden of interpreting the logic behind safety case organization
can be a frustrating proposition for them, but is also a potential dis-service to the safety case developer, as it may
lead to misinterpretations and false assumptions on the part of the reader. Given formatting and space constraints, it
may not always be possible to fully elaborate on the reasoning and rationale for placement and presence of certain
case elements. For this reason it is useful to include case elements which provide the reader and developer with
additional supporting information about a particular region of the case. Case element support can allow the developer
to “constrain” a particular goal to better specify intentions, provide definition for readers to assure the intention behind
a word or phrase is understood in context, justify a particular design choice, requirement, test criteria, etc., or provide
the basis for an assumption the developer has made. Each of these case elements has a place within the safety
case, and can enhance the case development and review process, as well as reduce the number of review iterations
needed, as the basic “why” questions which are continuously generated during review can be answered before safety
case submission.
6.4

Proposed model – Example drug delivery safety case

The safety case presented below incorporates the model content proposed within 6.3. The example case has been
generated for a manual syringe, but many concepts presented are pertinent to any drug-delivery device.
The safety case, as shown, is incomplete by intention. The safety case provides an example of high-level structure
and content, as well as excerpted sub-sections for demonstration purposes only. Case elements presented are
intended to be general enough to pertain to nearly any manual syringe device. The safety case is composed in this
way as a more detailed device-specific case can only be created if the unique characteristics of the device are known
in terms of indications, design, and materials, as such, some elements of the case present information while others
act as placeholders for information.
Additionally, the lower level design arguments presented within the example may appear initially burdensome or
overly detailed for a medical device that is commonly believed to be low risk and as ubiquitous in clinical use as a
syringe. However, the reader is reminded that there is not always a direct correlation between device simplicity and
risk associated with that device. Syringes may represent a relatively simple medical device; but they may be often
deployed in safety-critical clinical scenarios that require a high degree of confidence in device function and safety.
Simplicity of a medical device will result in an inherently simpler safety case, but this does not alleviate the need to
provide assurance of safety critical functions. Further, the safety case presented below is included for example
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purposes only. Depending on the indications and intentions for use, a medical syringe developer creating a safety
case for their product may justify a less detailed argument structure than the example presented, or alternatively may
need to pursue additional detail.
The progression of the safety case example below begins with a diagrammatic format and then progresses between
tabular and diagrammatic formats. As is noted in section 15, this TIR does not advocate for any particular notation,
thus in this case the notation approaches are used for ease of example only.
6.4.1

Top-level goal elements — Example case

Figure 4 – Example — Top-level goal for syringe safety case
The graphic top-level goal structure shown in Figure 4 illustrates the information required to define and support the
stated top-level goal of “Syringe Design is Adequately Safe”. The top-level goal is first defined by safety and use
contexts, and then assumptions are made relating the safety goal to the indications and intentions for use.
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6.4.2

Top-level argument or strategy elements — Example case

Figure 5 – Example — Syringe safety case – Top-level argument structure
As demonstrated in Figure 5, the top-level goal is argued through the top-level strategy, which proposes a
methodology of enumerating, then addressing each hazard pertinent to the device. The highest-level hazards listed
are the system hazards: delivery error/delay in therapy, incorrect therapy, biological/chemical contamination, and
traumatic injury. Each of these system level hazards will contain unique sub-hazards and causes. Definitions for each
system level hazard are included below in Table 2, but could also be incorporated into the case through various case
elements or narratives. Additional information on generating system level hazards can be found within section 7.
Table 2 — Example system hazard definitions
Example Device

Syringe

Example System Hazards

Example System Hazard Definitions

Delivery Error

Intended medication selected and delivery attempted,
but failure to deliver within the right time, dose,
volume, patient, or anatomical or physiologic site
requirements

Incorrect Therapy

Failure to select or deliver the intended medication as
wrong substance was delivered

Biological/Chemical Contamination

Unintended contact with biological or chemical
substance, or unintended patient or provider
response to intended biological or chemical
substance

Traumatic Injury

Unintended physical contact with device causing or
contributing to injury of patient or provider, or
unintended patient or provider response to intended
physical contact causing or contributing to injury
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The “Design Safety Confidence” node indicates that the device hazards are correct, complete, and appropriate. This
node is a pointer to a location where the full confidence argument is made. The concept of adding confidence to the
safety case is elaborated within section 8.
6.4.3

Iterative development of strategy and goal elements — Example case

As stated in 6.3.3, after each of the system hazards is provided within the safety case, more detailed circumstances
and causes of those hazards can be enumerated and further categorized into sub-hazards. The generation of subhazards and their causes is iterative and will produce increasingly focused and more specific levels of detail. Table 3
below shows the highest-level causes of a system hazard described within 6.4.2 as “delivery error”.
Table 3 — Enumeration of syringe delivery error hazards
Syringe Hazard

Sub-Hazard Enumeration
Syringe Insufficiently Patent
Syringe Insufficiently Sealed to Environment
Syringe Material Compromises Injectable
Syringe Hold-up Volume Inappropriate
Insufficient Syringe Dimensions
Syringe Activation Slow or Restricted
Insufficient or Compromised Visibility of Contents
Insufficient Device-User Interface

Delivery Error
Unexpected Separation of Components
Inappropriate or Insufficient Connection
Device Contents Degraded
Incorrect Selection of Device
Incorrect Device Assembly /Preparation
Incorrect Solution Uptake
Incorrect Device Activation
Insufficient Markings/Graduations

Each enumerated sub-hazard or cause must then be further evaluated at a detailed design level and must
incorporate all contextual elements (e.g., use environments, users, treatments, etc.) over which the device safety
case is being argued. This process continues until the sub-hazard or cause is sufficiently specific and can be
convincingly addressed by one or more control methods, at which point the case can begin to cite evidence of the
effectiveness of the described controls. For example, if we examine the “Insufficient Markings/Graduations” hazard
for additional evaluation, we may arrive at an argument structure as shown in Figure 6, below. The graphic in Figure
6 shows the next level of sub-hazards associated with the Insufficient Markings / Graduations argument structure.
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Figure 6 - Insufficient markings/graduations – Initiating argument structure
To argue that Delivery Error due to Insufficient Markings/Graduation hazards is adequately addressed, the safety
case needs to first identify how a marking or graduation could be insufficient, then it must provide controls on those
hazards sufficient convince the developer and regulator that those hazards have been adequately addressed. The
underlying case which supports that the device markings will not be incorrect, absent, or illegible as cited in figure 6
are specific to the device of interest, therefore the TIR cannot demonstrate to conclusion that these hazards have
been addressed. However for purposes of continuing the example, select sub-sections of a subgoal/strategy/evidence structure have been artificially created and shown below.
The hazard-cause progression path following from “absent markings/graduations” is continued below. The
identification of sub-hazards continues until the hazard level is sufficiently specific to be adequately addressed by one
or more controls. The reader should note that, as described elsewhere in this document, the safety case should
terminate only when appropriate evidence can be cited, which assures the respective hazard has been effectively
controlled. The example below decomposes the argument over loss of markings and graduations to a relatively high
level of depth and detail, which is necessitated by a relatively low level of hazard control and the consideration that,
for a syringe, markings and graduations are a safety critical aspect of design. An alternative approach to the example
cited might be to develop a comprehensive test capable of adequately challenging the device markings to ensure that
they are not lost during worst case use conditions and environmental exposures. If this higher level control method
like is pursued by the safety case developer, the expectation would be that the more general/higher-level control used
is complete and convincing to assure the hazard has been addressed.
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Figure 7 — Absent markings/graduation argument structure – Following from “Insufficient
Markings/Graduations” within Figure 6

Figure 8 — Causes of markings/graduations degradation – Following from Absent
Markings/Graduation Argument Structure from Figure 7
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6.4.4

Evidence elements — Example case

As is stated in 6.3.4, once sufficiently specific hazards levels have been enumerated which can be adequately
addressed by one or more controls, the case should progress to providing evidence to demonstrate effectiveness of
such controls. As stated in 6.3.4, rather than simply listing evidence within the case that may require the reader to
draw conclusions about the suitability of that evidence, it is useful to think of the lowest-level hazard, controls which
address the hazard, justification of controls, and demonstration of effective implementation of controls collectively as
the evidence supporting a developer’s goal.
If we follow the “marking/graduation degradation due to thermal exposure” hazard we see that the example case
presents lowest level hazards (or causes), controls, and evidence of control effectiveness.

Figure 9.1 — Marking/graduation degradation due to thermal exposure

Figure 9.2 — Pre-use causes and controls of marking/graduation degradation due to thermal
exposure
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Figure 9.3 — Clinical-use causes and controls of marking/graduation degradation due to
thermal exposure

Figure 9.4 — Material selection causes and controls of marking/graduation degradation due
to thermal exposure

7 Generation of system and sub-system hazards
Identification of credible device hazards should follow normal analytical processes (e.g. review of predicate devices,
complaint files, literature, adverse events, recalls, standards, regulatory guidance documents, interview of experts
and users, assessment of use environments, etc.). Hazard identification should start early in the design process in
order to inform a safety-guided design. As the details of the design are matured, the hazard enumeration process will
become more specific.
All hazards should be evaluated within the context of the persons for whose use the device is represented or
intended and the conditions of use for the device, including conditions of use prescribed, recommended, or
suggested in the labeling or advertising of the device, and other intended conditions of use. [21 CFR 860.7(b)]
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The following should be considered for hazard identification.
–

Systematic and random failures;

–

Failures due to normal or abnormal use during operational use, including sequences of use resulting in
failure;

–

Predictable misuse;

–

Common cause failures;

–

Failures caused by system, sub-system, or component interactions;

–

Operating environment;

–

Energy sources (e.g., mechanical, electrical, magnetic, thermal);

–

Exposure to chemical or biological substances;

–

Intentional and unintentional security breaches;

–

Human factors;

–

Storage and transport; and,

–

Maintenance.

Formal safety engineering techniques have been developed (e.g., System Theoretic Process Analysis (STPA), Fault
Tree Analysis (FTA), Hazard and Operability Study (HAZOPS), etc.) for the purpose of systematically enumerating
hazards. These analyses can be used to further elaborate the hazard classification hierarchies and identify where
hazards may be adequately addressed.

8 Confidence case
Within a safety case, the correctness and completeness of each claim and its supporting arguments and evidence
must be addressed in order to provide confidence that the information is valid. By providing these supporting
confidence elements, the author directly addresses skepticism regarding potential incompleteness or incorrectness of
the safety case.
To reiterate, the goal is to convince a reader that the elements of your safety case are correct, complete, and
appropriate.
The benefit of developing confidence arguments is that you are prospectively addressing sources of potential
skepticism from a reader, which results in a more convincing safety case. You are also documenting for yourself the
rationale for why risk-related design decisions were made. For example, you are documenting the source documents
used to develop the list of hazards.
In general, the level of information regarding the specific device design and the confidence arguments increase in
detail throughout the safety case. In some circumstances, it is logical to separate the confidence arguments from the
safety case, because the confidence arguments are an abstraction about the particular safety goals. For example,
when claiming that a device is safe because credible device hazards are addressed (as shown in Figure 3), it is
important to provide an argument supporting the assertion that the credible device hazards are correctly and
completely identified. This argument may include the following sources of information described in Table 4
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Table 4 – Information for confidence argument
Category

Description

Regulatory Guidance

Applicable guidance from Regulatory Agencies may
identify potential device hazards.

Standards

Applicable standards may identify potential device
hazards.

User Feedback

Device users may identify potential device hazards.

Historical Data

Data on predicate devices, recalls, adverse events, and
literature may identify potential device hazards.

Hazard Analyses

Analysis of the device may identify device hazards.

It is not always ideal to provide separate confidence argument structures, particularly when the separation of the
confidence elements significantly detracts from the strength of the safety case and makes the safety case more
difficult to read. This is generally true when handling specific details of how hazards are addressed for your device.
For example, when presenting an argument about a particular method used to address a specific hazard, you may
also be interspersing information about why the method itself is capable of adequately addressing the hazard. This
may involve identification of design control options, risk / benefit analyses, or other decision making assessments.
The decision to separate this information from the safety case into a separate confidence case is subjective, but it in
general these lower level confidence arguments may be placed together with the safety argument. For a specific
example, see Figure 10. The example is arguing that the hazard of a needle fracturing and remaining embedded in a
patient’s body during injection has been adequately mitigated, but the purpose of the example is to focus on the
elements of the argument that provide confidence in the overall goal. The confidence elements are injected directly
into the argument structure. For example: failure modes and fault analyses applicable to the hazards are linked where
relevant and justifications support the selection of specifications.
When trying to decide between developing a separate confidence case and an embedded confidence case, consider
which method results in a more readable argument.
Examples of other confidence elements not explicitly shown, which should be considered, include arguments to
support the correctness and completeness of the following:
a)

Test method demonstrates that the mitigation adequately protects against the hazard;

b)

Test samples adequately represent the finished device;

c)

Test conditions/preconditions accurately reflect reality.

d)

Personnel conducting risk assessment and other analyses are adequately qualified.

e)

Risk assessment includes all applicable information.

f)

Risk acceptability criteria is well established.

g)

Device requirements and specifications are well supported / justified.

AAMI
Single user license. Copying, networking, and distribution prohibited.
16

© 2015 Association for the Advancement of Medical Instrumentation ■ AAMI TIR38:2014

Figure 10 – Example – Combining safety and confidence arguments

9 Challenge
When a safety case is being reviewed, the reviewer should be looking for argument fallacies in order to determine the
validity of the safety case. The development and implementation of safety case challenges are a method for
conducting a thorough review. A safety case challenge can be any piece of information about prior device failures or
safety case fallacies that may be used to aid a reviewer in their evaluation of a future safety cases. For example, if it
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is known that a certain technology is prone to specific faults or if a predicate device was subject to certain types of
use hazards, the reviewer may look to challenge the safety case by assuring that those faults are identified and
adequately addressed. These challenges may be collected into predefined protocol for a particular device type. The
reviewer can then pull from this catalog to aid in their evaluation process. As new challenges are identified, the
catalog will be updated and refined.
Suggested sources for content of challenges are: FDA guidance, Recognized consensus standards, FDA adverse
event databases, FDA recall databases, professional society and research organization databases, internal complaint
databases, field service personnel logs, and case studies from published literature. This is the same source of
information used to generate device hazards; however, in this context, a reviewer is attempting to discredit or
undercut an existing argument.
In addition to recognizing that challenge protocols will be completed on a safety case after submission to a regulatory
agency, such as FDA, it is recommended that the safety case developer conduct a series of challenges in-house
before submission and provide a report describing this process. Ideally, these challenges should be conducted
iteratively throughout the device and case development to ease assessment and improvement of device design.
When implemented as part of the safety case, the challenge becomes an important aspect of the confidence case.

10 Common mistakes to avoid
a)

Not addressing obvious hazards. For example, if your device is intended for infusion of blood, then you
should address hazards resulting in blood hemolysis. This generally occurs when the scope of your analysis
makes inappropriate assumptions, inappropriately excludes certain aspects of use or interaction with other
systems, or you do not have adequately qualified individuals conducting the analysis.

b)

Not addressing recalls, corrective actions, or adverse events with predicate systems.

c)

Superficial Arguments. See Table 5 for an example of a superficial argument. While these are all potentially
true statements, when presented in the context of a safety case, this represents a superficial argument
because the detailed hazards are not enumerated, the specific controls are not addressed, and there is no
justification supporting the selection of hazard controls. If a case presented the exact argument presented in
Table 5, it would be insufficient because of a lack of detail.
Table 5 — Superficial argument example
Device Hazard
Delivery Error

Enumerated Hazard
Component Failure

Control
Design Verification and Validation

d)

Incomplete Arguments. Argument characteristics are referenced in 6.4.1 of ISO 15026-2. Arguments are
incomplete when they do not address these characteristics, for example: not using the components directly
below it. It is implied that an argument’s supporting components are complete and correct. Therefore, one
way for an argument to be incomplete is to not include all necessary supporting components. A safety case
may identify needle-stick injury as a hazard to be controlled and one solution selected may be
implementation of a sharps injury prevention feature. This argument may be incomplete if the safety case
does not include any additional arguments regarding the failure of the Sharps Injury Prevention Feature. In
general, where safety requirements are implemented to address a hazard, analysis of the safety
requirements must be included as part of the argument as well.

e)

Ambiguous or Undefined Statements. Terminology should be defined. For example, a device hazard may be
caused by exposure of bright light / direct sunlight to a sensor resulting in sensor malfunction. You may need
to define “bright light” specifically in engineering terms (e.g. intensity, energy, etc.) for the sensor malfunction
to occur and use environments in order to provide a convincing argument that the specific hazard has been
addressed.

f)

Undefined relationship between hazard and evidence. See Table 6 for an example. Identification of hazards
and the details of the hazard is necessary, but the evidence that the hazard is addressed needs to be
specifically identified. Reference to a test report to broadly cover a set of hazards does not adequately
define the relationship between the hazard and the evidence, and therefore does not provide a convincing
argument that the hazard has been adequately addressed. In many ways, this is similar to providing
superficial arguments because the link between the hazard and the evidence is missing or incomplete.
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Table 6 — Undefined relationship example
Device Hazard

Delivery Error

Enumerated Hazard

Software Failure

Specific Causes
Failure 1
Failure 2
…
Failure N

Evidence
Software Verification
and Validation
Documentation

11 Developing a safety case for an existing device
You may have legally marketed a device without creating an explicit safety case and it may become necessary to
develop one.
11.1

Developing arguments

11.1.1

Strategies / arguments

Strategies (or arguments depending on the notation style) are the heart of the safety case. They connect the claims
to the evidence in a cohesive way to provide the reason why the evidence is enough to prove the claim.
The argument is the most important element of the assurance case. It explains why the evidence demonstrates that
the supported claim is credible. For the purposes of a medical device safety case, it demonstrates that the design
successfully supports a safe implementation of the intended use.
The argument may identify alternate solutions which were considered, and why the final solution was selected.
The argument must describe how the evidence is comprehensive. Where pitfalls, or gaps, exist, it is beneficial to
identify these pitfalls, and to describe how other mitigations exist to cover the gaps, or to identify why the level of risk
associated with the gap is commensurate to the risk of harm to the patient. Arguments regarding acceptable levels of
risk are strongest when supported by relevant historical evidence and/or expert testimony.
—

Deterministic – also called deductive argument, this demonstrates the truth of the claim by logic, if the
premises are true and the logic is correct the claim will be true.

—

Quantitative – this justifies the claim by the probability of failure, if the probability is shown to be acceptable
the claim can be considered to be true with justifiable confidence.

—

Qualitative – this justifies the claim by referring to accepted good practices that were adhered to or by expert
judgment, if the practices or judgment are acceptable the claim can be considered to be true with justifiable
confidence.

Development of arguments in a safety case is a collaborative effort. It includes stakeholders with knowledge of the
clinical environment, the operating principles of the medical device, the technologies used in developing the medical
device, the medical device risk management process, the regulatory requirements for marketing the medical device
and the business requirements for successfully manufacturing the medical device. Successful safety case
development is an iterative process. To be effective, it requires the active participation of all the stakeholders.
The argument relates the evidence to the claim that is being made. It explains why the evidence demonstrates that
the claim is true. This can be done by using a strategy of arguing from the medical device risk analysis. The
“argument from risk analysis” is based on identifying and mitigating all unacceptable risks that can occur when the
medical device is used in a given context.
An argument can be structured to encompass many levels. For example, a reliability argument may be at a high level,
discussing the design approach used to fulfill reliability requirements. However, there may be specific components
that play a very important role in the overall reliability of the product, and warrant additional discussion. In this case,
there might be a general argument regarding product-level reliability, and a more specific, component level argument
regarding this particularly important component. The component-level argument can reference the general argument,
and does not need to repeat the content of the general argument.
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11.1.2

Argumentation and 4-Part Harmony

Effective safety cases are effective because they are clear and easy to follow. To better understand how to write a
clear Safety Case, it is worthwhile to look at FDA responses to unclear documentation. The FDA frequently reviews
submissions and risk documents, and when reviewers find deficiencies in submissions, the reviewer is taught to
request additional information by following a “4-Part Harmony” structure. This 4-Part Harmony consists of:
a)

A statement of what the sponsor provided.

b)

Why the information provided was not sufficient.

c)

What additional information is needed.

d)

Why the requested additional information is needed to answer a regulatory or scientific question.

One technique to improve arguments would be to ensure they address the 4-Part Harmony questions. This can be
done by the following:
a)

Summarize the supporting information below the Argument. Emphasize the main points.

b)

Explain why the information is sufficient

c)

Explain why additional information is not needed

d)

Ensure the Argument is relevant to the Claim.

Note that for item c), the sponsor is not expected to prove a negative or to provide 100 percent assurance on each
claim, but in rare cases the sponsor may need to go further.
11.1.3

Assumptions / context / constraint / justification

During the development of a safety case, there is often the need to provide additional information to support a claim /
argument / evidence chain. This extended rationale can be documented by using assumptions, context, constraints,
and justifications. Assumptions may be used to document aspects of the safety case that may not be explicitly
obvious to the reader. Context and constraints may be used to provide boundaries for an argument; for example, a
product may claim to be safe in the context of its intended use environment, when used by its intended users.
Justifications play a particularly important role in the successful argument of the acceptability of product requirements
and verification which support a conclusion of a particular lack of hazard. For instance, a particular sub-cause of a
hazard might be mechanical wear of a rotating component. The case may provide evidence to support lack of failure
due to mechanical wear through testing which has shown that the part will not fail after 10,000,000 revolutions with
expected bearing loads. The claim that this evidence supports should be justified with information that shows, for
instance that the tested parameters are representative of worst case loads and lifetime revolution count.
11.2

Developing evidence

11.2.1

Evidence

Evidence is straightforwardly defined as any artifact or tangible asset that can be used to substantiate claims/goals.
It can take the form of verification and validation reports, design review records, human factors studies,
manufacturing process validation records, etc. Assurance case “evidence” is equivalent to design control “objective
evidence.”
11.2.2

Suitability of evidence

Evidence must be convincing and suitable to substantiate the claims being made. Evidence must be relevant,
trustworthy, and independent. These are concepts that are already embedded within medical device design process.
However, assurance cases give us a new perspective on these concepts.
11.2.2.1 Relevance: The extent to which the evidence supports the claim. For example, is the device being used in a
verification study equivalent to the final design that will be produced on the manufacturing line?
Relevance consists of directness and coverage:
a)

Directness: “Does the evidence directly satisfy the claim?”
—

Direct: e.g., a maximum response time claim can be directly demonstrating data;

—

Indirect: e.g., competence of personnel.
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b)

Coverage: The proportion of the claim which the evidence addresses:
—

Thorough: e.g., a technique which provides evidence of the handling of all runtime exceptions;

—

Less thorough: e.g., a technique which provides evidence of the handling of divide by zero.

11.2.2.2 Trustworthiness: The perceived ability to rely on the character, ability, strength or truth of the evidence.
The trustworthiness of evidence is an expression of the process evidence related to generating the evidence. These
factors include, but are not limited to:
—

“Buggy-ness”: how many “faults” there are in the evidence presented;

—

Level of review;

—

Tool qualification and assurance (for tool-derived evidence);

—

Experience and competence of the personnel.

11.2.2.3 Independence: The extent to which complementary items of evidence follow diverse approaches in fulfilling
the requirement for evidence. There are two kinds of independence – personnel independence and method
independence. Examples include:
—

Independent: Manual code inspection and static analysis are independent methods to eliminate software
defects;

—

Not Independent: Human factors testing by software developers is the fox watching the henhouse.

11.3

Kelly’s Six Step Process

Tim Kelly at York University has created a Six Step process for developing assurance cases. This is a useful
framework that can be leveraged for safety case development.
The Six Steps are:
1.

Identify a claim

2.

Define information needed to clarify the claim

3.

Identify strategy to support the claim

4.

Identify context, justification and assumptions needed to understand strategy

5.

Elaborate strategy (identify new claims – back to step 1), or

6.

Identify basic solution

The following sections provide direction for following these Six Steps.
11.3.1

Identify a claim

The top-level safety claims can initially be identified from a hazards analysis and other risk management file
elements.
11.3.2

Define information needed to clarify the claim

Next, the claim should be examined for any assumptions or additional context that might help the reader fully
understand the claim. These assumptions and constraints could be about the use environment, types of users, or
accessories that must be in place for the claims to be true.
11.3.3

Identify strategy to support the claim

Strategies are useful to identify the reasons for which a claim is true, and also to identify ways in which the
argumentation chain can be explained in a convincing way to the reader. Strategies could include a decomposition of
a claim in smaller pieces (which will have their own argumentation chains.)
An example for an infusion pump would be a Claim of “Risk of air-in-line has been mitigated”, the Strategy would be
to “Mitigate all ways air can get into the line”, and Sub-claims would consist of “1. Incorrect/incomplete priming
process has been mitigated 2. Unsealed tubing has been mitigated 3. Pump connected with incompatible tubing has
been mitigated…”
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11.3.4

Identify context, justification and assumptions needed to understand strategy

Just like Claims, a Strategy might need context and assumptions for clarification.
11.3.5

Elaborate strategy (identify new claims – back to step 1), or proceed to 11.3.6

It is important to note that a Strategy describes the rational for a claim, the sub-claims are the rationale. If additional
Claims have been identified, the Claims need to follow the Six Step process. Continue this process until a Claim can
be directly supported by Evidence.
11.3.6

Identify basic solution

When a Claim can be supported directly by Evidence, it is called a “Solution.”

12 Safety cases and risk management
12.1 Similarities between assurance case development and risk management
The safety case is a superset of the risk file. Product safety is intimately tied to product risk. Many of the activities in
ANSI/AAMI/ISO 14971 can be used as inputs to a safety case. A well-constructed risk file based on ANSI/AAMI/ISO
14971 provides a significant amount of the information needed for a good safety case. A safety case is the safety
story for a product, and pulls from several elements from the risk file.
Note that inadequate risk management techniques will not be improved by the development of a safety case. For
example, arbitrary and unsubstantiated RPN values are not convincing, in themselves, as evidence to not pursue
further risk reduction, and simply reformatting this information into a safety case will not result in a safer product.
A safety case can be thought of as the story of product safety which is not a deliverable outlined in ANSI/AAMI/ISO
14971. ANSI/AAMI/ISO 14971 has a series of elements showing analysis of hazards, harms, etc., and provides a
progression of different deliverables that provide specific views of risk and harm. What ANSI/AAMI/ISO 14971 does
not include, however, is an overall picture of why a device or process is safe.
While it is possible to create a safety case that is not based on ANSI/AAMI/ISO 14971, it makes the most sense to reuse existing documents as much as possible. To be clear, additional work is required beyond ANSI/AAMI/ISO 14971.
In addition, the process of creating a safety case from existing documentation can be used as a review technique to
assess completeness and correctness of the risk file for your device, or a future version of your device. Additionally,
when making design changes, it is a good idea to create a baseline safety case to better assess the design change.
It is noteworthy that the same qualities in the development of a good risk file (e.g. cross functional and engaged
contributors, rigorous review, tapping a diversity of data sources) also lead to a good safety case. Safety cases apply
the same set of skills to develop a unique type of report.
Safety cases approach risk from a somewhat different point of view than traditional risk management, and it is to be
expected that any new viewpoint will uncover issues not previously noticed. When first introducing the safety case
techniques to a team, those newly discovered issues should be highlighted to the team as positive examples of the
value of this methodology.
12.2

Gaps between ANSI/AAMI/ISO 14971 and safety cases

There is additional work beyond ANSI/AAMI/ISO 14971 that is needed to complete a safety case. Because of the
focus on safety, rather than risk, the risk file needs to be supplemented to include the following:
a)

When risk controls are developed as outputs of risk analysis processes, often there is an implicit argument
that the risk control is sufficient in managing a particular risk. For the reviewer, however, it can sometimes
be unclear how a risk is mitigated through an unusual or unexpected risk control. In ANSI/AAMI/ISO 14971,
there is no place to document this strategy for the risk control. A safety case explicitly documents these
design decisions and documents why particular risk controls are sufficient.

b)

A safety case presents different elements from the risk file in one consolidated format. For example, a
typical FMEA includes relevant risk controls, but verification of those risk controls is shown through a
separate traceability report. A Safety Case will combine the analysis and traceability in a single safety story.

13 Lifecycle management
Innovations are introduced as device designs evolve; safety issues may arise from both legacy designs as well as
new-to-world functionality. As device design evolves, as new features are added, and as new hazards or faults are
discovered, the safety case must be holistically reviewed and updated to reflect these learnings and changes.
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Medical devices can have an active lifespan several decades long. During those decades, there may be a number of
design changes that are implemented, possibly due to new feature sets, design optimization, or improvements to
device safety. As the design evolves, safety cases must also be updated as the “safety story” changes.
Just as risk management is an activity that occurs over the entire product lifecycle, the safety case needs to be
developed and maintained over the entire lifecycle. Safety cases are a superset of the risk file, and as the
understanding of device risk evolves over time, so will the safety case. The UK Defence Standard 00-56 part 1
specifies that the safety case will be developed, maintained, and refined throughout the full life of the system.
The activities related to the safety case should be documented in the risk management plan. The maturity and
completeness of the safety case will evolve over time, and expectations regarding milestone progress on the safety
case should be documented in the risk management plan. As the risk file matures over time, the safety case also
changes. In this circumstance, the safety case argument should follow the same form as described above. The
primary difference is that you will already have information (e.g. hazard analyses, test reports, complaint files,
requirements documents, etc.) available for your device. You may also have information from field use, such as
clinical trials or case reports on your device, demonstrating that specific functions or safety features of your device
are adequate to address certain hazards (e.g., proven-in-use concept). When constructing a safety case for an
existing device, you can make use of the available information to provide the evidence required to support an
argument that reasonably foreseeable hazards have been adequately addressed. You may find gaps where the
evidence does not support your safety argument. In these cases, you will need to develop the necessary evidence, or
you may need to restrict the device’s scope of use to the contexts under which the safety argument can be
adequately supported.

14 Maintaining the safety case
The safety of the device is only implied if the safety case is an actual representation of the device. As the design or
the use context (e.g., indications for use, users, use environments) for the device change, the safety case must also
change in order to maintain its validity. You should consider developing a process for maintaining your safety case
throughout the life of the represented device.
Modification to the design or use context has the potential to significantly alter the basis for the safety case. Change
to the use context may be significant because all of the underlying argument structures relate to the higher level use
context. Therefore, any time that a use context is modified, a complete review of the safety case should be conducted
to identify any portion of the case that needs updating in order to support the new use. The scope of design changes
and their impact on the safety case should also be considered, where appropriate.
Whenever a safety case is updated to reflect changes in the device, it is useful to highlight these changes explicitly to
aid any review by managers and / or regulators.

15 Styles of safety case notation
Various formats for constructing safety cases have been developed, including graphical notations, tables and
narrative prose. Each has its own advantages and disadvantages, as described below.
We recommend the use of multi-format safety cases so that you have flexibility to use the appropriate presentation
format for each aspect of your safety argument.
15.1

Graphical notations

Currently, there are two graphical notations: Claims, Arguments, and Evidence (CAE) and Goal Structuring Notation
(GSN).
15.1.1 Claim argument evidence (CAE) is one of the oldest notations. It is one of the simplest, in that the elements
of an assurance case are a claim – a statement purporting truth, an argument – a rationale why the claim is true, and
evidence – objective evidence that is used to back up the argument. Several tools are available to support this
notation, as well as the ability to use these basic shapes from many popular diagramming tools.
—

Potential advantages: Simple format, very few element types to memorize.

—

Potential disadvantages: CAE can be perhaps too simplistic, and often needs to be supplemented with
additional notes.

15.1.2 Goal structured notation (GSN) is widely used and has a rich set of notational elements. Rather than
approaching Assurance Cases from a legal “claim” viewpoint, GSN establishes a series of Goals and Strategies to
develop Solutions that work in a particular Context. It is a much richer notation than CAE, and it was developed from
the outset as a standard-based notation. As of the publishing of this TIR, the most recent version is the GSN
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COMMUNITY STANDARD VERSION 1. Several tool vendors offer support for GSN notation, as well as the ability to
use these basic shapes from many popular diagramming tools.
—

Potential advantages: Standards-based, so theoretically there is a consensus on the definitions of a
Goal/Strategy/Solution/ etc. It is a rich notation, which allows for multiple types of supplemental information
(e.g. Assumptions.)

—

Potential disadvantages: For new reviewers, the richness of the notation can lead to confusion for a novice
reviewer.

15.1.3 System modeling language (SysML) is widely used as a general-purpose modeling language, used to
describe complex systems. ISO/IEC 15026-2 uses SysML as the example notation technique. Other emerging uses
of assurance cases such as software-security often use SysML because the software itself is modeled in SysML.
—

Potential advantages: There are a wide variety of tools available that support SysML. Depending on the
existing product development and risk management practices, SysML may be a choice for consistency of
documentation and toolset.

—

Potential disadvantages: SysML has no assurance-case- specific metaphor like CAE or GSN, and is best
understood by reviewers that know and understand SysML.

Figure 11 — Elements of GSN
15.2

Structures

15.2.1 Diagrammatic structure: Traditional notations such as CAE and GSN are often documented in
diagrammatic format, offering the reviewer a graphical path from a claim to substantiating evidence.
—

Potential advantages: Diagrams can be very easy for a reviewer to follow. Diagrams also allow you to add
additional layers, where required, for particularly complex arguments. Finally, diagrams allow you to easily
re-use a common set of claims / arguments / evidence that are applicable to multiple locations in the overall
report.
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—

Potential disadvantages: Diagrams can grow very large, and may be difficult to follow on paper. The toplevel-structure can be difficult or time-consuming to change once they are established. Diagrams cannot be
easily filtered or sorted; for instance, if the diagram is arranged by hazardous situation, but a review team is
organized by engineering function, a software reviewer has to look for software arguments in each
hazardous situation branch of the diagram.

15.2.2 Tabular structure: The information from CAE or GSN can also be captured in a table. Since risk
management analyses are often documented in tabular format (e.g. FMEA), some teams will find it easier to create
safety cases as one or more tables. For example, the columns could show the relationships among the elements,
providing traceability from a top-level goal, all the way through to Evidence.
—

Potential advantages: Development tools are low cost. It is easier to create a tabular format from existing
source documents. Tables allow the reviewer to quickly sort, find, and filter the information for targeted
review.

—

Potential disadvantages: Some reviewers find tabular format harder to follow than diagrams. It may be
cumbersome to follow claims / arguments / evidence throughout the table if not formatted properly. Also,
common argument chains are often duplicated in a table. For example, a software argument in an infusion
pump regarding protection from over-infusion is often identical to a software argument regarding underinfusion. In a tabular form, these often appear twice, whereas the diagram might be implemented only once.

15.2.3 Narrative structure: An assurance case can also be created in a purely narrative format. Complex issues
may require more room to explain than is practical to have in a diagram or a table.
—

Potential advantages: Complex issues can be thoroughly explained in narrative format.

—

Potential disadvantages: Some reviewers find narratives harder to follow than diagrams. The narrative will
also need to be kept in sync with the risk management file. A narrative format also requires the author to be
a good writer.
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Annex A
(informative)
Assurance cases and evidence of substantial equivalence
Substantial equivalence is an important regulatory concept that is also useful when constructing a safety case, if the
substantial equivalence arguments are used appropriately, meaning that the argument has to be relevant to the
situation (e.g., similar indication for use and technological characteristics). This is not to say that the safety case is
actually a substantial equivalence case, but that specific substantial equivalence arguments can be used to
demonstrate that specific hazards have been adequately addressed. This information is most likely to be useful in
supporting justification elements of your argument. In other words, rather than having to objectively demonstrate the
safety of a particular design choice, you may be able to rely on design choices made within applicable predicate
devices. Evidence verifying the successful implementation of the design still needs to be included, but being able to
rely on predicate design choices to validate how hazards are addressed will provide relief in the amount of effort
required to support these aspects of your safety case.
Three caveats to this approach are:
a)

Be sure that the reference predicate(s) have substantially equivalent indications for use and technological
characteristics.

b)

Be aware of counterevidence that may exist for aspect(s) of the predicate device on which you are relying in
your safety case.

c)

Evidence of past performance of a device or sub-component may be tenuous unless it can be demonstrated
that the monitoring system is effective at capturing all relevant failures of the predicate device.
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Annex B
(informative)
Safety case model examples
B.1

General

The purpose of this annex is to show several excerpts from fictional safety assurance cases that have been
developed over time by different members of the task group that developed this TIR. Progressively more complex
examples are presented for the reader. The final example is found in Annex C.

B.2

Example #1: Syringe Design Safety Case

The start of a safety assurance case for a syringe is shown in the diagram and table below. This example provides a
simple pattern by which more complicated assurance cases can be developed. This safety case is obviously
incomplete, but serves as an initial pattern for further development.
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Syringe Hazard

Sub-Hazard Enumeration
Syringe Insufficiently Patent
Syringe Insufficiently Sealed to Environment
Syringe Material Compromises Injectable
Syringe Hold-up Volume Inappropriate
Insufficient Syringe Dimensions
Syringe Activation Slow or Restricted
Insufficient or Compromised Visibility of Contents
Insufficient Device-User
Interface

Delivery Error
Unexpected Separation of Components
Inappropriate or Insufficient Connection
Device Contents Degraded
Incorrect Selection of Device
Incorrect Device Assembly
/Preparation
Incorrect Solution Uptake
Incorrect Device Activation
Insufficient Markings/Graduations
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B.3
B.3.1

Example #2: Air In Line Safety Case
General Information about the example

B.3.1.1 Notes in italics provide additional information regarding the structure and possible alternatives of this
assurance case.
B.3.1.2 Note regarding level of detail: This example is only intended to be a high level recommendation for a
structure, it does not constitute a complete argument. A complete argument would contain additional details about the
strategy and technology being used, and would include a discussion of how that any method used might fail. For
example, additional details would be expected regarding the performance constraints of an air detector sensor.
B.3.1.3 Note regarding the notion of “unsafe amounts of air”. The determination of safe amounts of air should be
thoroughly specified and justified within the safety case. There is no single value for tolerable or safe amounts of air
exiting the system. Factors that may influence determinations of safe or tolerable air amounts include, but are not
limited to: patient population, patient sequela, user population, and route of administration.
B.3.1.4 To help organize the safety case, the strategies have been categorized into prevention, detection, and
reduction. A listing of definitions for each strategy is included below. A convincing safety case may rely on more than
one strategy to convince the certifier that the hazard of air emboli has been adequately addressed.
—
—

—

Prevention strategies are those in which unsafe air is prevented from entering the system so that an unsafe
amount of air does not accumulate within the system and enter the patient.
Detection strategies are those in which air within the system is detected by a part of the system (including user).
The aim of a detection strategy is that it is followed by a method of preventing an unsafe amount of detected air
from leaving the system and entering the patient (e.g. the pump is stopped to prevent infusing an unsafe amount
of air into the patient).
Reduction strategies are those that are intended to reduce unsafe amounts of air present in the system to safe
amounts.

B.3.1.5 Operating instructions, including on-screen instructions, can also be categorized into prevention, detection,
and reduction.
B.3.2

Embolus Sub-claim: Air Emboli Hazard is adequately addressed

Context: Air emboli may be caused by an unsafe amount of air being infused into the patient through the
administration fluid path. There are multiple sources of air in the system. Air may enter with the fluid (e.g. empty bag,
siphoning), permeate an intended fluid/air barrier (e.g. a leak), or emanate from the fluid itself (e.g. outgassing).
Note that in this fictional design, the strategies are partitioned by mitigations in place; different designs might have
different partitioning. For example, a syringe pump may not have an air detection mechanism, and might be
partitioned differently.
Note: There are at least two potential sources of air; environmental air can enter the system (e.g. leak in tubing),
entrained air may already be in the system (e.g. cold fluids that outgas as they warm.) Both sources were considered
when developing the safety assurance case.
1.

Strategy: sources of air in the system can be managed through prevention mitigations.

Note: one argument option may be an analysis of points of entry for air. This would include items such as
permeability of the tubing, connectors, bonding of tubing-connector junctions, etc. The argument thread would then
work to show that these points of entry are sufficiently mitigated through design of the system.
a.

Argue: The design does not allow unsafe air to enter the fluid path.
i. Evidence: Design Analysis Report 4321 covers all components of the administration set,
providing requirements/specifications for permeability, bonding integrity, etc. and justification
for those requirements/specifications. Note: This argument is very detailed because the nature
of the risk control is at the component level. If the risk control were at a higher level (e.g.
detection argument below), the argument would also be at a higher level. {PAT to add further
description of this stopping point rule to the section on risk management – highlight the
difference in stopping points – stop at point of failure vs. stop at point of control}
ii. Evidence: Verification / Validation Report that the set does not leak when subject to XX mmHg
vacuum. Note: The rationale for this Verification/Validation report should clearly justify the test
conditions.
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iii. Note: An alternative or supplement to Evidence #2 might be to have a Verification / Validation
Report of the design attributes in Evidence #1, with testing which demonstrates selected
characteristics are verified. The rationale for these attributes should be clearly documented.
Note: another argument option is to identify and control methods of air that may enter the system
through reasonably foreseeable misuse. This would include items such as improper priming technique,
improper access technique, and other use-related errors.
b.

Argue: The pump has on-screen instructions for the user to prime the administration set to remove air
before connecting to the patient.
i. Evidence: Validation study 1235..…

c.

Argue: The IFU has instructions for properly priming the administration set.
i. Evidence…

d.

Argue: The IFU has instructions for preparing fluids to reduce outgassing.
i. Evidence…

e.

Argue: The set and pump mechanisms has been designed to reduce fluid path cavitation
i. Evidence…

2.

Strategy: unsafe amounts of air upstream of the reduction mechanism can be managed through reduction
mitigations.
a.

Argue: Air-eliminating administration sets are available that remove air from the fluid path.
i. Evidence: …

3.

Strategy: unsafe amounts of air upstream of the detection mechanism can be managed through detection
mitigations. Note: Many infusion pumps employ an electronic sensor to detect air.
a.

Argue: an air detector will detect the presence of air and will alarm and will stop pumping if the level of
air is greater than the unsafe amount of air.
i. Evidence: ...

b.

Argue: The IFU has instructions for inspecting the administration set for leaks or air bubbles.
i.

Evidence: …
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Annex C
(informative)
AdvaMed Infusion Pump Assurance Case (IPAC) Template
NOTE

The following text was developed by the AdvaMed Infusion Pump Working Group (IPWG).

INTRODUCTION
AdvaMed’s Infusion Pump Working Group (IPWG) developed the Infusion Pump Assurance Case (IPAC) Report
Template in response to FDA’s Infusion Pump Improvement Initiative which included the issuance of draft guidance
entitled, Total Product Life Cycle: Infusion Pump – Premarket Notification [510(k)] Submissions, and the stated
1
objective of converting the draft guidance into a special controls guidance and regulation. The team that developed
the IPAC is comprised of Regulatory, Quality, Research & Development, and Risk Management professionals.
Importantly, the IPAC is tailored to and takes into account the medical device regulatory scheme. It is a methodology
of assuring claims of product safety through the use of risk management techniques such as those in ISO 14971
Medical devices – application of risk management to medical devices.
The IPAC was developed in response to the IPWG’s interactions with outside experts per FDA’s recommendation. It
became clear some assurance case experts were unfamiliar with the multiple regulatory requirements and standards
2
governing medical devices. As a result, many aspects of a “classic” assurance case provide information and
assurances that are typically found in a device manufacturer’s Quality System and, as such, are inappropriate for
inclusion in a 510(k) submission that includes a safety assurance case.
The IPAC provides a structure and contains all of the elements required (either directly or by reference) to argue that
the device is equivalently safe for its intended use when compared to predicate devices. It provides sufficient toplevel coverage (breadth) and detail (depth) to assess the safety of the device. It is comprised of descriptive narrative
and a Risk-Based Table (RBT) that includes references or links to specific evidence. It complies with the
recommendations for a 510(k) submission as contained in Section 6. “Assurance Case Report” of CDRH’s draft
guidance document entitled Total Product Life Cycle: Infusion Pump – Premarket Notification [510(k)] Submissions
Draft Guidance.
The IPAC is intended to provide the specific arguments and data needed to demonstrate that the device is safe for its
intended use.
It answers the following questions for each group of harms or risk categories:
•

What are the primary hazards/harms in this group?

•

What is the top-level approach that has been taken to control the highest-ranked risks?

•

Are there any unique or special issues or approaches that would best be explained?

Importantly, the IPAC template is maintainable and sustainable for the following reasons:

1

•

Aligns with risk management to ensure that changes made as part of risk management are captured in the
assurance case.

•

Allows for modifications to the infusion pump made through the risk management process to be readily
captured in the RBT by adding a row(s) or modifying an existing row(s) and by modifying the relevant
summaries.

Infusion Pump Improvement Initiative White Paper, April 2010, p. 5.

2

A Classic Assurance Case refers to a scoping of assurance cases that is typically used in non-medical applications such as the UK
Ministry of Defense, which is not consistent with the US medical device regulatory structure.
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INFUSION PUMP ASSURANCE CASE (IPAC) FOR HYPOTHETICAL PUMP
AdvaMed developed this infusion pump safety assurance case template as an option to capture the necessary
breadth and depth of an infusion pump assurance case and related documentation. Manufacturers may use alternate
approaches to satisfy the requirements of the applicable statutes and regulations. The template presented here
combines narrative and tabular formats but companies may use tabular, narrative, diagrammatic or hybrid
approaches. The information and perspectives represented in this document are not intended to represent a standard
and do not represent legal or compliance advice.
Please note: text in italics explains the intent of that section of the IPAC Report. All other text serves as an example
of the type of content that would be expected in the final IPAC report.

1 PURPOSE
The purpose of the IPAC report is two-fold: 1) to bring together the required elements of an Assurance Case that
comport with the recommendations for a 510(k) submission as contained in Section 6 Assurance Case Report of
FDA’s draft guidance entitled Total Product Life Cycle: Infusion Pump – Premarket Notification [510(k)] Submissions,
and 2) to provide a structure to successfully argue that an infusion pump is acceptably safe for its intended use.
Hypo Example
The AdvaMed Infusion Pump Working Group (IPWG) has created an example Safety Assurance Case that contains
partial coverage for the design of a hypothetical infusion pump, named “Hypo.” The purpose of this report is to
provide sufficient justification to support the risk assessment of Hypo for the intended use and any reasonably
foreseeable misuse. This justification will be based on the risk management process used to evaluate and support
the design of this hypothetical device as well as additional supporting references that further define or assist in this
justification.

2 SCOPE
In general, the scope of an IPAC Report does not include references to a manufacturer’s Quality System unless it is
relevant to a specific portion of the infusion pump’s risk assessment process. This is consistent with the scope of
existing substantial equivalence-based premarket regulatory submission expectations.
Hypo Example
This report is not a complete Safety Assurance Case for Hypo since the purpose is only to demonstrate how
AdvaMed proposes that such a case be developed and formatted using the IPAC Report. However, this report does
attempt to provide sufficient top-level coverage (breadth) and detail (depth) for FDA and other readers to understand
the structure and format. In an actual submission further line items would have been included (for example
mechanical hazard risks would have been provided), but only to the breadth and depth outlined in this report.

3 REFERENCES
ISO 14971, Medical devices – Application of risk management to medical devices. International Organization for
Standardization, October 1, 2007.
Draft Guidance for Industry and FDA Staff: Total Product Life Cycle: Infusion Pump – Premarket Notification [510(k)]
Submissions, April 23, 2010.

4 DEFINITIONS
Argument: The reasoning put forward which utilizes the evidence to demonstrate why the claim has been met.
Claim: The statement of the safety goal.
“Classic” Assurance Case: A Classic Assurance Case refers to a scoping of assurance cases that is typically used
in non-medical applications such as the United Kingdom Ministry of Defense, which is not consistent with the U.S.
Food and Drug Administration medical device regulatory structure.
“Classic” Confidence Case: Similar to Classic Assurance Cases, a Classic Confidence Case follows the level of
detail expected by other (non-FDA) regulatory agencies, as exemplified by the works of Tim Kelly.
Context: The situation under which the claim is being made or the assumptions being made to establish the claim.
Evidence: Data such as test reports, formal analyses, simulation results, fault-tree analysis, modeling and standards
that support the claim.
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IPAC Report: Infusion Pump Assurance Case Report. This report contains all of the elements required (either directly
or by reference) to demonstrate that the device is safe for its intended use. The IPAC Report contains descriptive
narrative, the Risk-Based Table (RBT), the high-level strategy, the optional Infusion Pump Certainty Case (IPCC),
and the optional System-Level Safety Architecture description:
Risk-Based Table (RBT): The RBT provides the assessment of the Claims, Arguments, and Evidence for
the IPAC. The RBT is the roadmap for device safety. See Appendix C.
High-level Strategy: The topmost layers of the IPAC argument are captured in a high-level strategy. The
high-level strategy is the starting point for the Safety Argument, and begins with a claim that the device is
acceptably safe for its intended use. Support for these high-level claims can be found in the more detailed
RBT. See Appendix A and F.
Infusion Pump Certainty Case (IPCC): The IPCC is an optional high-level summary that has been created
specifically to describe the risk management processes used in the development of this device. See
Appendix D.
System-level Safety Architecture: While the RBT provides a complete listing of risk controls, the optional
System-level Safety Architecture is a description of a few vital characteristics of a safe design. For example,
the use of a watchdog circuit is an architectural decision and risk control that mitigates multiple potential
failure modes. See Appendix E.
Strategy: An expanded description of how the argument is structured or on which basis the argument is established.
How one plans to establish the claim.

5 INTENDED USE/INDICATIONS FOR USE
Infusion pump manufacturers would provide a detailed description of their infusion pump’s intended use and/or
3
indications for use in this section of the IPAC Report. This is the top-level claim in the Assurance Case.
Hypo Example
INTENDED USE: The Hypo external infusion pump is intended to deliver bag-based parenteral fluids by intravenous,
intramuscular, or subcutaneous routes of entry. Hypo is not intended for the delivery of blood and blood products, nor
is it intended for ambulance or home use. The pump infuses medication at an hourly flow rate in a hospital acute-care
environment.

6 DEVICE DESCRIPTION
Infusion pump manufacturers would provide a detailed description of their infusion pump in the device description
section of the IPAC Report.
Hypo Example
For purposes of this example, Hypo is intended for general use in a hospital environment.
DEVICE DESIGN: Hypo consists of an electronic pole-mounted infusion pump with a dedicated administration set.
PUMP: The pump uses a peristaltic pumping mechanism, connects to A/C power and also has an internal battery for
short-term use. The pump is programmed using a numerical keypad located on the face of the pump, and also has
soft (touch keys) to access other functions. It has a series of alarms to notify the user of several infusion related
events, including but not limited to: air-in-line, occlusion, empty container, internal malfunction, power loss and drug
library limits. Additional pump features include a drug library with limit prompts, secondary medication delivery,
downloadable infusion history and occlusion pressure limit configurations.
ACCESSORIES: The manufacturer would include more detailed descriptions of components for example, the
administration set. However, for the purposes of the Hypo Example, the focus will be exclusively on the pump.
DISCUSSION OF USE ENVIRONMENT: The operating environment for Hypo is general operation in a hospital
environment. Hypo will be subject to the temperature, humidity, and pressure typical of a hospital environment.
Sources of shock, drop, and vibration are also those typically found in a hospital environment. Hypo is not intended
for use in an air ambulance or ground ambulance. Hypo is intended to be used by trained healthcare professionals.

3

To facilitate FDA review of the assurance case, we recommend duplication of the intended use and/or indications
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7 HAZARDOUS SITUATION DISCUSSIONS
The purpose of this section is to provide a summary of the implementation of key mitigations. Each subsection
provides a description of the Hazardous Situation, lists common causes, the possible Harm, an overview of the risk
control strategy taken to minimize this Hazardous Situation, and provides additional discussion when necessary
(such as in describing a novel mitigation). In the case of incremental product changes, this section would only discuss
the hazardous situations affected by the change. In addition, this section may be used to elaborate on any line items
4
in the RBT that require additional detail or discussion.
Hypo Example
The Hazardous Situations resulting from the design, intended use, and reasonably foreseeable misuse have been
analyzed in the RBT, and are summarized in this section. This section provides a description of each Hazardous
Situation, the potential causes, the potential harms, key mitigations, additional discussion (if needed), and a
conclusion.
AIR IN LINE
DESCRIPTION: Air present in the fluid path.
POTENTIAL CAUSES: A partial list of causes would include: (a) a leak in the IV set upstream of the pump
that allows air to be pulled into the tubing during pumping, (b) an empty bag, (c) outgassing that naturally
occurs as refrigerated solutions (e.g., antibiotics) warm up.
POTENTIAL HARM: The Hazardous Situations of Air In Line can, depending on the route of infusion and
volume of air, result in an air embolism. In some circumstances, the volume of air is naturally absorbed by
the body, and there is no harm. In other circumstances, the patient may experience discomfort. In rare
cases, the entrapped air can become trapped in the heart chamber, possibly resulting in patient death.
KEY SAFETY FEATURES: The Hypothetical Infusion Pump contains a multi-band ultrasonic air-detecting
sensor. If a “slug” of air above a pre-set size is detected by the sensor, an alarm is issued and the infusion is
stopped. The pump has a feature to re-prime the IV tubing to purge the air.
ADDITIONAL DISCUSSION: Hypo uses a novel ultrasonic air-detecting sensor in that it uses multiple
ultrasonic frequencies instead of a standard single-band frequency. This was chosen because a multi-band
4

Footnote on Functional Performance And Functional Performance Over Time (Reliability)

It has been suggested that the safety of infusion pumps is comprised of three parts: 1) identification and mitigation of hazards, 2)
ensuring that the functional performance of the device is reasonably safe, and 3) ensuring that the functional performance of the
device over time (i.e., reliability) is reasonably safe. The IPAC incorporates all three. While inclusion of the first element in the IPAC
is self-evident, items 2 and 3 are less obvious. However, per standard risk management practice of considering both normal and
fault conditions, we assert that the reasonable safety of functional performance and reliability cannot be overlooked in a
comprehensive risk assessment/risk mitigation context. With a comprehensive risk management process, functional performance
and reliability characteristics are inherently integrated with the identification and mitigation of hazards.
While functional performance and reliability limits and requirements are not called out as separate, named sections of the IPAC,
they are captured throughout the risk management documentation, and thus in the IPAC RBT. In defining the hazardous situations,
all functional performance and reliability characteristics associated with safety and efficacy of the device are considered. Likewise,
in defining the related design outputs, consideration is given both to the requirements and limitations of safety and reliability.
Thus, functional performances and reliability can be noted in:
•

the definition of the hazard itself,

•

the mitigations that implement control of that hazard, performance and reliability

•

the requirements which specify the boundaries of performances and acceptance criteria for

•

the verification and/or validation of that performance

Reliability factors at the system level are directly visible in the RBT, whereas, lower level analysis (as described by methods laid out
in the certainty case) is visible in the use of other risk-based tools that contribute to the creation of the IPAC.
It is also noteworthy that the ultimate safety of the device is the driving factor in decision making. Certain limitations of reliability will
exist for technological, environmental, financial, or customer reasons (among others). When these limitations are identified, alternate
methods of control, such as protective measures, are utilized to ensure that safety is achieved, despite the reliability limitation.
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sensor will reduce false-detections of air by compensating for differences in fluid viscosities and by
compensating for sensor-disposable coupling issues.
CONCLUSION: The AIR IN LINE risk to health has been sufficiently mitigated.
Please note: Other hazardous situations would be included in a manufacturer’s IPAC report such as interruption (or
delay) of therapy, over-infusion, under-infusion, etc.

8 SYSTEM-LEVEL SAFETY ARCHITECTURE DESCRIPTION
The purpose of the optional System-Level Safety Architecture description is to explain the elements of the safety
architecture of the device. This section is optional because the Risk-Based Table (RBT) already provides a complete
listing of the risk controls that are in the device. However, manufacturers may want to include this brief description of
high-level, fundamental architectural descriptions in their version of the IPAC.
Hypo Example
The Hypo System-Level Safety Architecture description can be found in in Appendix E.

9 POST-MARKET QUALITY ACTIONS
The purpose of this section is to provide a high-level discussion of any Field Corrective Action (FCAs), Medical
Device Reports (MDRs), or other significant quality actions that were a result of an earlier design of this product. This
section would provide a reference to the quality action (e.g., FCA number, MDR reference), a description of the issue,
and how the issue has been addressed.
Hypo Example
The Hypo Infusion Pump had one FCA (FCA 12345, October 31, 2010), relating to the motor control circuitry.
ISSUE DESCRIPTION: A failure code 333 is issued when the motor moves when it should be stopped. Fluid was
found to be shorting the motor control circuitry.
ROOT CAUSE: During device assembly and servicing, gaskets can shift out of place, and fail to provide a consistent
and complete seal.
CORRECTIVE ACTION: A redesign of the gasket added flanges to hold the gasket in place during assembly.

10 INFUSION PUMP CERTAINTY CASE (IPCC)
The purpose of the optional IPCC is to examine and demonstrate that a robust risk management process has been
used in the development of the infusion pump, and that the manufacturer has a level of certainty in the risk
management results. The IPCC will be derived from a manufacturer’s risk management plan and will explain the
steps that were taken to ensure that a complete and correct RBT has been developed. In general, the scope of an
IPCC does not include references to a manufacturer’s Quality System unless it is relevant to a specific portion of the
infusion pump’s risk assessment process.
Hypo Example
The Hypo IPCC can be found in Appendix D.

11 RISK BASED TABLE (RBT)
The RBT provides the safety story for a manufacturer’s infusion pump. The RBT should be created simultaneously
with the risk management file and be updated as the risk file matures during the infusion pump’s development. RBT
provides the “meat” of the safety case for a manufacturer’s pump. The RBT will typically only include a system level
discussion unless a component level description is necessary to describe the mitigation. For further explanation of
the context around each claim made in the RBT, please refer to Appendix A. Note that the Objective Evidence
column should include a reference to the evidence, as well as a brief description of the verification(s).
While the RBT presented here is in tabular form, companies may use tabular, narrative, diagrammatic, or hybrid
representations. The RBT column headings and column organization are intended to be flexible.
Hypo Example
HOW TO READ: The RBT is a tabular representation of the Claims, Argument, and Evidence that provide the Safety
Assurance Case for the Hypo infusion pump. At the top of the table, there are multiple rows that provide multiple
definitions for the same content. The development of a Safety Assurance Case involves cross-functional, cross-
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discipline input, and the Hypo development team found it easier to understand the content when the content was
represented simultaneously in multiple taxonomies.
The RBT is to be read from left to right. Highest-level claims are on the left side of the table, and sub-claims,
arguments, and evidence are developed horizontally across the table.
Note that in some instances, table elements may be marked as “N/A”, because the claims / argument / evidence
chain is shorter for some claims than in others.
Other elements may have references to the IPAC description, because the claims / argument / evidence chain is
longer for those particular claims, and either additional discussion or additional context is required.
The Hypo RBT can be found in Appendix C.

12 CONCLUSION
The conclusion section succinctly states that the IPAC report has presented claims, arguments, and evidence
sufficient to demonstrate that the infusion pump is acceptably safe for its intended use.
Hypo Example
This IPAC report has presented claims, arguments, and evidence sufficient to demonstrate that the infusion pump is
acceptably safe for its intended use. The Hypo external infusion pump is intended to deliver bag-based parenteral
fluids by intravenous, intramuscular, or subcutaneous routes of entry. Hypo is not intended for the delivery of blood
and blood products, nor is it intended for ambulance or home use. The pump infuses medication at an hourly flow
rate in a hospital acute-care environment.
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APPENDIX A: HIGH-LEVEL STRATEGY
This section of the document provides an overview of the top-level strategy for the Hypo safety assurance case. The
high-level strategy can be communicated in either a written or diagrammatic format (see a Visio format example in
Appendix F). The lower claims are made via the RBT. An executive summary of the argument can be found in
Section 7 of the IPAC report. The strategy for argument is organized by the mission phases, the hazardous
situations, the hazard cause categories, the hazards, and the potential causes. This overview only represents the first
three levels of argument as the detail is better reviewed in the RBT.
Hypo Example
Top Claim: Hypo is acceptably safe for its intended use
Context: Hypo version X.X, List Number xxxxxx
Context: Intended Use, Environment, and Users as defined in Sections 5 and 6 of the IPAC Report
Context: The scope of this analysis for Hypo includes the main unit, required accessories and interactions
between these items and the environment.
Strategy 1: Argue that acceptable safety is achieved by ensuring safety during each mission phase (phase of
use)
Context: Considering hazardous situations within each mission phase ensures that the unique
characteristics of those scenarios are included in effectively controlling the risk.
Context: Mission Phases were chosen based on company’s RM process XX.XXX.XX to facilitate the
identification of all unique hazardous situations.
Context: Mission phases were chosen based on intended use and reasonably foreseeable misuse.
Claim: Hypo is acceptably safe during each of the following mission phases:
–

Setup

–

Programming

–

Infusion Running

–

Global Scenarios

–

Exception Management

Strategy 2: Argue that acceptable safety is achieved during each mission phase by controlling, to an
acceptable level, the risk of harm from identified hazardous situations in each phase
Context: The hazardous situations were chosen as primary sub-claims to ensure that all known and
foreseeable categories of end user events are considered.
Context: See the optional certainty case in Appendix D of the IPAC Report for more detail on how the risk
management process ensures comprehensive identification of known and reasonably foreseeable
hazardous situations
Context: Hazardous Situations were identified based on intended use and reasonably foreseeable misuse.
Context: An acceptable level of risk is defined in the company’s Risk Management S.O.P. XX.XXX.XX or in
the Risk Management Plan
Claim: The risk of harm has been controlled to an acceptable level for each identified hazardous situation:
–

Air in Line

–

Over-Infusion

–

Under-Infusion

–

Interruption of Therapy

–

Failure to Alarm
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Strategy 3: Argue that the risk of harm has been controlled to an acceptable level for each hazardous
situation by controlling the risk due to each identified hazard cause category.
Context: Hazard Cause Categories were chosen based on the company’s Risk Management Process
XX.XXX.XX to facilitate the identification of all unique hazards and causes.
Context: Categories of hazard causes were developed with consideration of FDA’s 2010 Draft Guidance:
Total Product Life Cycle: Infusion Pump - Premarket Notification [510(k)] Submissions, Tables 1-8.
Claim: The risk of harm due to each of the following hazard cause categories has been controlled to an
acceptable level:
–

Operational

–

Environmental

–

Electrical

–

Hardware

–

Software

–

Mechanical

–

Biological and Chemical

–

Use Hazards

AAMI
Single user license. Copying, networking, and distribution prohibited.
38

© 2015 Association for the Advancement of Medical Instrumentation ■ AAMI TIR38:2014

APPENDIX B: TRANSLATE TEMPLATE
The TRANSLATE template shown below was used as a guide to create the Risk-Based Table. The heading of the table contains rows that provide multiple
definitions for the same content. The multiple definitions aid in understanding the content of the table during both the development and the review of the RiskBased Table. The Risk-Based Table is to be read from left to right. Highest level claims are on the left side of the table, and sub-claims, arguments, and evidence
are developed horizontally across the table.
GSN Terms

Goal

Context

CAE Terms

Claim

Argument

ISO 14971
Terms/ Design
Control

Intended
Use with
Residual
Risk

Mission
Phase

Development
Phase

Project
Definition

User & System Requirements

5 Whys
English

Safety Story

Hazardous
Situation

Why 1

Hazard
Category

Hazard

Potential
Cause

Strategy

Sequence
of Events

"The device
is
acceptably
safe during
the __
phase"…

Risk
Control
Option:
Prevent/
Detect/
Label

Risk
Control /
Mitigation
/ Design
Intent

Requirement

Analysis & Design
Why 2

Why 3

Why 4

Why 5

What

How 1

..."against
the
Hazardous
Situation of
__"…

..."caused
by __."

..."in the
context of
_ [basic
cause]"

…"and in
the specific
context of
__ [root
cause]." or
..."because
___."

"The device is
designed to ___ this
condition," (P:
"prevent", D: "detect
and inform the user", L:
"provide instructions
regarding..") "so the
device is mitigated
by___,”…
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Objective
Evidence

Testing
How 2

How does the design address the issue?

"Failures
associated
with this
HazCat are
__ and have
been
effectively
mitigated"…

Evidence
Evidence

What can go wrong?

"The device
is
acceptably
safe for its
intended
use."

Requirement

..."which is
met through
the
requirement:
___;"…

Evidence
Did the
mitigation
work?

..."which is
demonstrated
to be effective
in ____."

APPENDIX C: RISK-BASED TABLE
The AdvaMed IPWG team selected the following examples for our hypothetical infusion pump “Hypo” to demonstrate a variety of situations, including software
errors, hardware failures, and use errors. It is not intended to be a complete safety case. Note that the example presented below is incomplete; in an actual
device, additional hazards, causes, risk controls, and evidence would be required to successfully argue that the device is safe. The nature of the arguments and
evidence would vary by the specific situation. For example, effective evidence might be in the form of a user-facing validation study; in other situations, replicating
the cause might be.
ISO 14971
Terms/
Design
Control

Mission
Phase

Hazardous
Situation

Safety Story

"The device
is
acceptably
safe during
the __
phase"…

..."against the
Hazardous
Situation of
__"…

Hazard
Category

Hazard

..."caused by
__."

"Failures associated
with this HazCat are
__ and have been
effectively
mitigated"…

Potential Cause

Sequence of
Events

Risk Control
Option:
Prevent/
Detect/ Label

..."in the context of _
[basic cause]"

…"and in the
specific context
of __ [root
cause]." or
..."because ___."

"The device is designed to ___
this condition," (P: "prevent", D:
"detect and inform the user", L:
"provide instructions
regarding..") "so the device is
mitigated by___,”…

Risk Control/
Mitigation/
Design Intent

Requireme
nt

Objective Evidence

..."which is
met through
the
requirement
: ___;"…

..."which is
demonstrated to be
effective in ____."

Device shall
be
designed
to:

System Verification
that with
incompletely primed
tubing, air is
detected and the
pump is halted
within specifications
and prior to the
bubble reaching the
end of the line.
(Study 001)

A flow sensor
tied to:

OP.001

Setup

Air delivery

Operational

Air-in-line

Incomplete priming
process

1) a
mechanism to
halt pump
action
N/A

P, D
2) an audio
alarm and
3) visual
prompt stating
“Must check
air-in-line.”
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1) detect
air-in-line
2) alert the
user

Verification that the
audible and visual
air-in-line alarm
appears as
specified. (Study
002)

ISO 14971
Terms/
Design
Control

Mission
Phase

Hazardous
Situation

Safety Story

"The device
is
acceptably
safe during
the __
phase"…

..."against the
Hazardous
Situation of
__"…

EE.001

EE.002

Infusion
Running

Setup

Overinfusion

Delay in
Therapy

Hazard
Category

Hazard

..."caused by
__."

"Failures associated
with this HazCat are
__ and have been
effectively
mitigated"…

Electrical

Electrical

Motor runaway

Pump keypad
inoperable/incorrectl
y functions

Potential Cause

Sequence of
Events

Risk Control
Option:
Prevent/
Detect/ Label

..."in the context of _
[basic cause]"

…"and in the
specific context
of __ [root
cause]." or
..."because ___."

"The device is designed to ___
this condition," (P: "prevent", D:
"detect and inform the user", L:
"provide instructions
regarding..") "so the device is
mitigated by___,”…

Circuit Failure

Key press not detected
by the pump

Conductive
debris shorts
circuit

Contact closure
resistance of key
too high

D

P
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Risk Control/
Mitigation/
Design Intent

Requireme
nt

Objective Evidence

..."which is
met through
the
requirement
: ___;"…

..."which is
demonstrated to be
effective in ____."

Software
checks for
unexpected
motor
movement
and notifies
user (defect
@ runtime)

Device shall
have
software
that checks
for
unexpected
motor
movement

System Verification
that during
diagnostic checks,
software detects low
power issue and
notifies user with
software error alarm
before haz sit can
occur (Study 003)

Keypad is
designed to
be reliable for
a actuation life
of >X
operations,
have a contact
closer
resistance of
less than Y
ohms and
contact open
resistance of
greater than Z
ohms.

Keypad
shall be
designed to
perform
reliably for
a minimum
of X
actuations,
have a
contact
closure
resistance
of less than
Y ohms and
contact
open
resistance
of greater
than Z
ohms.

Keypad functional
actuation test
verifies that the
reliability
requirement for
minimum number of
actuations is met.
Electrical test of
keypad circuit
verifies that closure
resistance is <Y
ohms and contact
open resistance is
greater than Z ohms
after X actuations
(Study 001)

ISO 14971
Terms/
Design
Control

Mission
Phase

Hazardous
Situation

Safety Story

"The device
is
acceptably
safe during
the __
phase"…

..."against the
Hazardous
Situation of
__"…

Hazard
Category

Hazard

..."caused by
__."

"Failures associated
with this HazCat are
__ and have been
effectively
mitigated"…

Potential Cause

Sequence of
Events

Risk Control
Option:
Prevent/
Detect/ Label

..."in the context of _
[basic cause]"

…"and in the
specific context
of __ [root
cause]." or
..."because ___."

"The device is designed to ___
this condition," (P: "prevent", D:
"detect and inform the user", L:
"provide instructions
regarding..") "so the device is
mitigated by___,”…

Risk Control/
Mitigation/
Design Intent

Requireme
nt

Objective Evidence

..."which is
met through
the
requirement
: ___;"…

..."which is
demonstrated to be
effective in ____."

Device shall
be
designed
to:
SW.001

Managing
Exceptions

Interruption of
Therapy

Software

Software
Malfunction

Communication error
between software and
electrical

Infusion is
running

D

A checksum in
the software
to a backup
ALARM

1) detect
anticipated
problems
and
2) alert the
user

System Verification
that during
diagnostic checks,
software detects low
power issue and
notifies user with
software error alarm
before haz sit can
occur. (Study 003)
System Verification
that software detects
low power issue due
to interface failure
with electrical and
software triggers
backup alarm.
(Study 004)
Verification that the
audible and visual
alarms appear as
specified. (Study
005)
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ISO 14971
Terms/
Design
Control

Mission
Phase

Hazardous
Situation

Safety Story

"The device
is
acceptably
safe during
the __
phase"…

..."against the
Hazardous
Situation of
__"…

Hazard
Category

Hazard

..."caused by
__."

"Failures associated
with this HazCat are
__ and have been
effectively
mitigated"…

Potential Cause

Sequence of
Events

Risk Control
Option:
Prevent/
Detect/ Label

..."in the context of _
[basic cause]"

…"and in the
specific context
of __ [root
cause]." or
..."because ___."

"The device is designed to ___
this condition," (P: "prevent", D:
"detect and inform the user", L:
"provide instructions
regarding..") "so the device is
mitigated by___,”…

Risk Control/
Mitigation/
Design Intent

1) component
meets
performance
requirements
ME.001

Global

Underinfusion

Mechanical

Pump stops infusion

Physical damage due
to dropping

Infusion is
running

2) pump drop
testing

P, D

3) system
diagnostic
check will
provide alarm
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Requireme
nt

Objective Evidence

..."which is
met through
the
requirement
: ___;"…

..."which is
demonstrated to be
effective in ____."

Device shall
be
designed to
help avoid
critical
component
failure

System Verification
that when dropped
from a height of 1
meter, the device
either continues to
infuse, or stops in a
safe manner and
alerts the user.
(Study 006)

ISO 14971
Terms/
Design
Control

Mission
Phase

Hazardous
Situation

Safety Story

"The device
is
acceptably
safe during
the __
phase"…

..."against the
Hazardous
Situation of
__"…

Hazard
Category

Hazard

..."caused by
__."

"Failures associated
with this HazCat are
__ and have been
effectively
mitigated"…

Potential Cause

Sequence of
Events

Risk Control
Option:
Prevent/
Detect/ Label

..."in the context of _
[basic cause]"

…"and in the
specific context
of __ [root
cause]." or
..."because ___."

"The device is designed to ___
this condition," (P: "prevent", D:
"detect and inform the user", L:
"provide instructions
regarding..") "so the device is
mitigated by___,”…

Risk Control/
Mitigation/
Design Intent

Requireme
nt

Objective Evidence

..."which is
met through
the
requirement
: ___;"…

..."which is
demonstrated to be
effective in ____."

System Verification
that software detects
dose limit exceeded
and informs user
with an alarm before
user can start
infusion (Study 009)

USE.001

Programmi
ng

Overinfusion

Use Error

Pump is
programmed
incorrectly

Dose limit exceeded

User programs
too many bolus
feedings
compared to the
prescribed
amount

1) A drug
‘bolus’ feeding
tracker by
single or
cumulative
volumes
D
2) A caution
prompt ‘Are
you sure you
want to
provide this
bolus dose?’

Verification that the
audible and visual
alarms appear as
specified. (Study
010)
Device shall
be
designed to
help avoid
use error

Design validation
that user
understands:
1) How to program
infusion
2) What the bolus
feed limits are
3) What the drug
dose limits are
4) How to quickly
respond to the
pump's dose limit
exceeded alarm in
order to prevent haz
sit (Study 011)
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APPENDIX D: INFUSION PUMP CERTAINTY CASE (IPCC)
The purpose of the optional IPCC is to document the robust process that has been used to analyze and assess
device risk. For the purposes of this IPAC, the process analysis has been put into a separate Certainty Case (this
appendix).Manufacturers may include process claims / arguments / examples of evidence** in this appendix..
** Note: Risk Management process evidence described here in the IPCC are intended as examples of the types of evidence existing
in a Design History File.

Hypo Example
Indicators of a successful Risk Management process include: (1) rigor in identification of all relevant hazardous
situations. (i.e., risk management is comprehensive), (2) proper estimations of likelihood and severity (i.e., risk
estimates are substantiated), (3) demonstration of risk mitigation (i.e., risk mitigation activities are implemented and
evaluated for effectiveness).
The processes used to manage risk for the initial development of the Hypothetical Infusion pump took these
indicators of a successful Risk Management Process into account, and the claim is made that the risk management
process results in a device that is acceptably safe because the risk management process is comprehensive, resulting
risk estimates are substantiated, and risk mitigation activities are implemented and evaluated for effectiveness.
CLAIM: “The Risk Management Process results in a device that is acceptably safe.”
SUB-CLAIM 1: “The Risk Management Process is comprehensive.
ARGUE: The device characteristics and intended use of the infusion system were carefully examined. This
information was used to help identify known and foreseeable potentially hazardous situations appropriate to
the subject infusion system. This initial analysis set the ground work for assembling the risk assessment
documentation.
EVIDENCE**:
Hazard Analysis and/or Fault Tree Analysis
SUB-CLAIM 2: “Risk estimates are substantiated.”
ARGUE: During the progression of development, additional information about potentially hazardous
situations with a diversity of inputs were fed back into the risk documentation to add further situations as
needed and to allow for and adjustments of risk estimations as needed. This allows for appropriate
evaluation of risk to determine whether risk mitigation measures are necessary.
EVIDENCE**:
Risk Assessment
Data Source: FDA MAUDE Database
Date Range: 1/1/2010 to 12/31/2011
Search Criteria: Product Code: FRN; Outcome: Death, Injury

Data Source: FDA Total Product Life Cycle Database
Date Range: 1/1/2010 to 12/31/2011
Reviewed for: Recalls relating to infusion pumps
Search Criteria: TPLC and FRN

Data Source: Literature Searches
Source: ECRI
Date Range: 1/1/2010 to 12/31/2011
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Search Criteria: Alerts related to infusion pump design and use

Source: ISMP Safety Alerts
Date Range: 1/1/2010 to 12/31/2011
Search Criteria: Alerts related to infusion pump design and use
SUB-CLAIM 3: “Risk mitigation activities are implemented and evaluated for effectiveness”
ARGUE: As a result of risk evaluation, mitigation plans were established, implemented, and subsequently
evaluated for effectiveness. Additional evaluations necessary to determine residual risk were performed to
decide whether further risk control measures might be necessary. Internal Quality System and risk
management coordination ensures that the necessary post-market data continues to be collected,
monitored, and fed back into the risk management process.
EVIDENCE**:
Service Parts Usage Report
Hypo Reliability Study
Hypo Failure Modes and Effects Analysis
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APPENDIX E: SYSTEM-LEVEL SAFETY ARCHITECTURE
DESCRIPTION
The purpose of the optional System-Level Safety Architecture description is to explain the elements of the safety
architecture of the device. This section is optional because the Risk-Based Table (RBT) already provides a complete
listing of the risk controls that are incorporated into the device design and manufacture. However, manufacturers may
want to include this brief description of high-level, fundamental architectural descriptions in their version of the IPAC.
Hypo Example
SOFTWARE ARCHITECTURE
The software is designed such that safety critical code runs on a separate thread than non-safety critical code. For
example, the motor control thread is separate from the network interface thread. Additionally, there is a software
watchdog thread that continuously checks the status of other threads, and notifies the user if there is an unresponsive
thread.
ELECTRICAL ARCHITECTURE
Hypo is designed with two processors – a primary processor and a watchdog processor. These are not redundant
processors, rather, the primary processor processes user input, manages the network, operates the pumping
mechanism, and monitors the sensors. The purpose of the watchdog processor is to monitor the output from the
primary processor, and to stop the pump if the primary processor is non-responsive.
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APPENDIX F: DIAGRAMMATIC REPRESENTATION OF HIGH-LEVEL STRATEGY

AAMI
Single user license. Copying, networking, and distribution prohibited.
48

© 2015 Association for the Advancement of Medical Instrumentation ■ AAMI TIR38:2014

It has been suggested that the safety of infusion pumps is comprised of three parts: 1) identification and mitigation of
hazards, 2) ensuring that the functional performance of the device is reasonably safe, and 3) ensuring that the
functional performance of the device over time (i.e., reliability) is reasonably safe. The IPAC incorporates all three.
While inclusion of the first element in the IPAC is self-evident, items 2 and 3 are less obvious. However, per standard
risk management practice of considering both normal and fault conditions, we assert that the reasonable safety of
functional performance and reliability cannot be overlooked in a comprehensive risk assessment/risk mitigation
context. With a comprehensive risk management process, functional performance and reliability characteristics are
inherently integrated with the identification and mitigation of hazards.
While functional performance and reliability limits and requirements are not called out as separate, named sections of
the IPAC, they are captured throughout the risk management documentation, and thus in the IPAC RBT. In defining
the hazardous situations, all functional performance and reliability characteristics associated with safety and efficacy
of the device are considered. Likewise, in defining the related design outputs, consideration is given both to the
requirements and limitations of safety and reliability.
Thus, functional performances and reliability can be noted in:
–

the definition of the hazard itself,

–

the mitigations that implement control of that hazard, performance and reliability

–

the requirements which specify the boundaries of performances and acceptance criteria for

–

the verification and/or validation of that performance

Reliability factors at the system level are directly visible in the RBT, whereas, lower level analysis (as described by
methods laid out in the certainty case) is visible in the use of other risk-based tools that contribute to the creation of
the IPAC.
It is also noteworthy that the ultimate safety of the device is the driving factor in decision making. Certain limitations of
reliability will exist for technological, environmental, financial, or customer reasons (among others). When these
limitations are identified, alternate methods of control, such as protective measures, are utilized to ensure that safety
is achieved, despite the reliability limitation.
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Annex D
(informative)
Tool selection considerations
There are a number of tools that are commercially available to support the creation and maintenance of assurance
cases. Safety cases can also be created using traditional software that is typically on any computer desktop. The
purpose of this annex is to provide a list of considerations as a starting point in tool / method selection.
—

Ability of the tool to integrate with other tools used during development. The safety case does not exist in
isolation, and the ability to integrate with requirements and traceability may be useful.

—

Much like any other controlled document, the safety case will likely undergo multiple revisions. The tool
should support version control and configuration management.

—

To make it easier to review, the tool should have the ability to show differences between revisions.

—

The tool should support the notation style that the organization has chosen (e.g. GSN, CAE, SysML,
tabular).
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Annex E
(informative)
Developing a safety case for an existing product
This TIR and other papers regarding the development and maintenance of safety cases have assumed that the
safety case is being constructed for a new product, and the safety case matures as the risk management file
matures. However, many companies may find themselves creating a safety case for a legacy product. In these
instances, information from design documentation can be used to build a safety case that represents the current
device. However, as we have learned from reports and case studies on safety case technology (see Annex G), you
should not assume that because a device has been in use without significant accidents, that no safety hazards exist.
Under these circumstances, one might assume the construction of the safety case will be easy due to the fact that
many of the risk management components are readily available – it is simply a matter of reformatting the information
that is already present in other documents. However, experience has shown that the act of assembling the risk
components into a clear, concise, and maintainable safety case may reveal unexpected gaps in documentation
resulting in unplanned work to remediate the risk file.
In the circumstance where you need to create a safety case for legacy device, the primary safety argument should
follow the same form as described in this TIR (e.g., argue safety through adequately identifying and addressing
credible device hazards). The primary difference is that you will already have information (e.g. hazard analyses, test
reports, complaint files, requirements documents, etc.) available for your device. You may also have information from
field use, such as clinical trials or case reports on your device, demonstrating that specific functions or safety features
of your device are adequate to address certain hazards (e.g., proven-in-use concept). When constructing a safety
case for an existing device, you can make use of the available information to provide the evidence required to support
an argument that reasonably forseeable hazards have been adequately addressed. If information adequate to
support a safety case does not exist, you will need to conduct the appropriate activities to generate the case.
During safety case development, you may find gaps where the legacy evidence or new evidence gained from field
use does not support your safety argument. In these cases, you will need to develop the necessary evidence, or you
may need to restrict the device’s indications for use to the contexts under which the safety argument can be
adequately supported.
One such process flow may proceed as follows:
a)

Create a top-level claim that the device design is adequately safe for its intended use.

b)

Use assumptions and context as required to define the operating environment, users, indications for use,
description of the device.

c)

Identify the device’s system level hazards. It is most likely that your device will have only 3-6 system level
hazards under which all specific hazardous situations or causes may be categorized.

d)

Create sub-claims that the product is safe from the identified system hazards.

e)

Identify the causes of the system hazards.

f)

Create arguments, based on risk control measures (or other justification), that the causes of system hazards
are adequately addressed.

g)

Verify that the failure of the risk control to function adequately does not cause a system hazard.

h)

Create evidence, based on verification / validation methods, that the risk controls are reliably effective.

i)

Assess the safety case for completeness and correctness and correct for any gaps.

However, when assembling the pieces for such a workflow, it is not unheard of to find gaps in the documentation. In
particular, engineers can often make an undocumented mental leap from the problem to a solution, without explaining
how a particular risk control (argument) will adequately mitigate (support) a hazardous situation (claim of adequately
reduced harm.) For example, a FMEA may go directly from failure mode to risk control, without explaining how the
risk control addresses the failure mode. This explanation, this train-of-thought, this “argument”, is typically what is
missing from risk files. What is obvious to the designer is not obvious to the reviewer.
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Similarly, there can be a documentation gap in the evidence. Often the reviewer is simply given a trace matrix of
requirement number to study number, with no details whatsoever about the verification approach being taken. The
reviewer must then request the study for additional details. Even then, although sometimes the link between a risk
control and its verification test is obvious, other times, it is unclear to a reviewer how the verification activity
sufficiently tests the requirements. There is often a mental leap between the requirement being verified and the
verification method, with no explanation as to why this verification is adequate and appropriate. Perhaps the
requirement is not being directly verified in the study – it is only indirectly being verified. Perhaps the sample size in
the study appears to be low to the reviewer. Perhaps the reviewer does not understand the subtleties of the design
that forces a particular feature to be verified in an unusual way. By providing additional context about the suitability of
the Evidence, the reviewer has the information needed for a more correct assessment.
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Annex F
(informative)
Lessons learned regarding safety cases
Lessons can be learned from academic research, failures of safety cases in other industries, as well as safety case
experiences within the medical device industry.

F.1 Lessons learned from other industries
Producing a document called a “Safety Case” does not assurance product safety. The loss of the RAF Nimrod XV230
aircraft over Afghanistan in 2006 due to a mid-air fire is one such example [14]. This loss was eventually traced back
to a design issue, despite the existence of a safety case. An investigation into this loss of aircraft was performed, and
a 550+ page report was published. Chapter 11 of the Nimrod report is devoted to errors in the planning and execution
of the Safety Case and should be read by anyone developing a Safety Case for medical devices.
Some of the issues discovered include:
a)

The safety case was riddled with errors.

b)

The safety case missed key dangers.

c)

Inappropriate data was used to support claims.

d)

The activity was treated as a paperwork exercise.

e)

The existing design was assumed to be safe, so the design team was complacent when assessing potential
dangers.

f)

Poor project planning.

g)

Untrained and inexperienced personnel involved in the development of the safety case.

h)

No continuity of personnel.

i)

Insufficient guidance for staff.

j)

Inadequately resourced.

k)

Work was rushed and corners were cut to meet deadlines at all costs.

l)

Customer and third-party inspections were unsound, superficial, and carried out by inexperienced personnel.

F.2 Lessons from academia
Professor Nancy Leveson’s paper, The Use of Safety Cases in Certification and Regulation [12] highlights potential
cognitive biases involved in the development and review of Safety Cases. These biases may hide flaws in Safety
Cases, leading to “paper safety” rather than actual product safety. Levenson also quotes the Nimrod review in her
analysis.
The takeaway from these tragic events is that no tool (and no analysis notation) will ever take the place of an active,
engaged team dedicated to the development and perpetuation of a culture of safety. Successful implementations of
safety cases will rely on team dedication more so than technical prowess.

F.3 Experiences from medical device safety cases
The experiences of using assurance cases to argue the safety of medical devices has resulted in basic list of
common mistakes to avoid.
–

Conducting an inadequately complete set of hazards analyses. For example, it is not convincing to support a
claim that system hazards and their causes are adequately identified with the only analysis type being
Failure Modes and Effects Analysis (FMEA).
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–

Not addressing obvious hazards. For example, if your device is intended for infusion of blood, then you
should address hazards resulting in blood hemolysis. This generally occurs when the scope of your analysis
makes inappropriate assumptions, inappropriately excludes certain aspects of use or interaction with other
systems, or you do not have adequately qualified individuals conducting the analysis.

–

Not addressing recalls, corrective actions, or adverse events with predicate systems.

–

Superficial Arguments. See Table 7 for an example of a superficial argument. While these are all potentially
true statements, when presented in the context of a safety case, this represents a superficial argument
because the detailed hazards are not enumerated, the specific controls are not addressed, and there is no
justification supporting the selection of hazard controls.

Table 7 — Superficial argument example
Device Hazard
Delivery Error

Enumerated Hazard
Component Failure

Control
Design Verification
and Validation

–

Incomplete Arguments. See Table 5 for an example incomplete argument. The context for why this example
is incomplete is because the safety case does not include any additional arguments regarding the failure of
the Sharps Injury Prevention Feature. In general, where safety features are implemented to address a
hazard, an analysis of the safety feature itself must be included as well.

–

Ambiguous or Undefined Statements. Terminology should be defined. For example, a device hazard may be
caused by exposure of bright light / direct sunlight to a sensor resulting in sensor malfunction. You may need
to define “bright light” specifically in engineering terms (e.g. intensity, energy, etc.) for the sensor malfunction
to occur and use environments in order to provide a convincing argument that the specific hazard has been
addressed.

–

Undefined relationship between hazard and evidence. See Table 8 for an example. Identification of hazards
and the details of the hazard is necessary, but the evidence that the hazard is addressed needs to be
specifically identified. Reference to a test report to broadly cover a set of hazards does not adequately
defined the relationship between the hazard and the evidence, and therefore does not provide a convincing
argument that the hazard has been adequately addressed. In many ways, this is similar to providing
superficial arguments because the link between the hazard and the evidence is missing or incomplete.

Table 8 — Undefined relationship example
Device Hazard

Delivery Error

Enumerated Hazard

Software Failure

Specific Causes
Failure 1
Failure 2
…
Failure N

Evidence
Software Verification
and Validation
Documentation
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