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“Once you know the risks, you have
to do something about it.”

—Scot Copeland, clinical systems specialist
at Scripps Health

Hospitals exist to help patients—to heal them, and to ease their
suffering. But hospitals face new risks because of the highly technical
and interconnected online world we live in. Consider these potentially
disastrous, and highly plausible, scenarios: A seemingly harmless
network upgrade causes the patient monitoring system in your pediatric
intensive care unit (PICU) to fail. Or a routine software patch causes
your entire fleet of infusion pumps to stop working simultaneously.
Would your staff know what to do to keep your patients safe? Would
your hospital continue to operate safely and effectively? Do you know
how long it would take to recover?

Imagine having a plan in place that would help your staff know what
to do under such alarming circumstances, and help prevent such
disruptions from happening in the first place. Fortunately, a standard
was developed by a distinguished committee of medical device
manufacturers, information technology (IT) experts, and others with a
keen understanding of medical devices and IT systems—and how they
must work together. Their aim was to provide hospitals with detailed
and practical guidance on how to operate a modern connected facility.

Voluntary, consensus standards are significant documents in

healthcare technology, used by regulatory bodies such as the Food

and Drug Administration (FDA) to support the development of safe

and effective devices. In this case, the series of standards known by its
shorthand—80001—provides a solid framework upon which to base a
hospital’s approach to managing the ever-changing risks associated with
healthcare IT networks. 80001 is applicable to every associated concern
from the scores of individual medical devices found in hospitals to the
complex system of systems that defines modern healthcare.
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Why Pay Attention
to the Risks?

As a senior executive, you're busy. You have plenty of priorities. But if you think
health IT risk management is not worth your attention, think again. Health IT risks
present significant business threats. Patient safety and satisfaction issues, downtime
and inefficiencies, and data and system security problems can cost you—big time:

$2.2 million+

The average cost of a data breach in the healthcare industry

Poneman Institute, 2016’

$8,851 a minute, or
$740,367 per incident

The average cost of unplanned data center
downtime for healthcare organizations

Emerson Network Power, 20162

82%
Health IT executives who report that their organizations are not
prepared for security breaches, data loss, and unplanned outages

MeriTalk, 20143

Top Business Risk: Reputation

Cyberthreats and data breaches can result in unflattering headlines, not to
mention stiff fines from government regulators. These risks are increasing—
and they are a rising concern for healthcare executives.

Allianz, 2016% North Carolina State University’s Enterprise Risk Management Initiative and Protiviti, 2016°;
Deloitte, 2014°

Accreditation Concerns

Accrediting organizations such as The Joint Commission (TJC) have made
it clear that they are paying attention to health IT issues.

k*m ‘G A
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Key Benefits of
the 80001 Series

FOR RISK MANAGEMENT

« Provides a framework for analyzing and controlling health IT risks
related to safety, effectiveness, and data and system security

« Helps mitigate constant cybersecurity threats with proactive risk
control measures

« Improves change control processes, including upgrades, updates,
software patches, and bugs remediation

« Identifies gaps in safety, effectiveness, and data and system security
« Ensures “ownership” for every component of systems and networks
« Supports comprehensive documentation of risk management activities

« Promotes shared responsibility and partnerships for the safety of
health IT among healthcare systems and vendors

FOR ORGANIZATIONAL EFFECTIVENESS

« Facilitates organizational change to reflect the intersection of IT,
clinical and biomedical engineering, and clinical practice

« Improves management of clinical systems and workflows

- Supports cross-departmental collaboration

« Reduces reactive labors and disaster-mode situations

« Instills proactive thinking and increases time for strategic planning
« Contributes to health IT uptime and staff productivity

« Supports effective procurement and onboarding of both medical and
non-medical healthcare technology

FOR QUALITY IMPROVEMENTS
« Complements quality system implementation and improvements

« Increases use of best practices

FOR THE BOTTOM LINE

« Provides a framework for managing and obtaining total cost of ownership
targets for the significant investment in health IT infrastructure and
clinical mobility

« Helps reduce costs associated with downtime and inefficiencies

© AAMI Health IT Risk Management



So you think
you're ahead
of the game ...

« You've turned your healthcare system
into a technological wonderland. v

« To stay on the leading edge, support clinical
mobility, and strengthen community services,
you're constantly integrating more innovative
healthcare technology into enterprise systems. v

« You've built a crackerjack team of health IT,
network, and wireless experts, even a dedicated
security squad, to tend the whole shebang. v

So why are the people who know healthcare technology best still
nervous? Simply put, they know from experience that there is inherent risk in
your vast, connected health IT infrastructure.

More precisely, there’s a triplet of key risks—and pain points—with health IT:

1. Safety. Clinicians will tell you what keeps them up at night: patient
safety risks. Some of their biggest tech-related worries—such as loss of the
communication lifeline for patients in transport—aren’t even on the radar
screen of health IT staff. (Want proof? See the case study, “Scripps Health
Plugs Security Gaps in Telemetry with 80001,” on page 11.)

Caregivers routinely encounter hiccups with medical devices and systems—
and, sometimes, serious disruptions that can harm patients. Risk managers,
quality managers, and biomedical and clinical engineers share this top
concern.

2. Effectiveness. For your IT staff, health IT downtime is a key concern.
Downtime compromises performance, reliability, and trust in healthcare
technology—and results in inefficient operations. Network disruptions can
hinder clinicians in accessing healthcare technology and information, which
could lead to incorrect patient diagnosis, monitoring, or treatment, or failure to
take timely action in patient care.

Health IT is supposed to drive efficiencies. Too often, though, the many
connected systems clinicians use daily don’t play well together in the healthcare
ecosystem or meet user needs. Burdensome—even chaotic—practices result,
according to David Classen, chief medical information officer at Pascal Metrics
and associate professor of medicine at the University of Utah.®

4 Health IT Risk Management
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3. Data and system security. Cybersecurity risks are an escalating,
top-of-mind concern for all health IT professionals—and for legal, compliance,
and financial officers as well. Hackers make headlines by stealing or holding
hostage digital records, including personal identifiable information. For

example, clinical and administrative operations at hospitals in Washington, . .

DC, and Maryland were crippled in March 2016 when hackers infiltrated SllOS 11 healthcare
MedStar Health networks, encrypted data, including electronic health records are Creatlng more
(EHRs), with a virus, and demanded a ransom payment.’ I'iSk M anagin g I'iSk
Malicious or inadvertent breaches aren’t the only risks you face with data and in SﬂOS Wlll f all

system security. If healthcare technology, systems, and networks don't play well
together, clinicians’ access to vital patient data can be interrupted. Or that data
might not flow seamlessly or accurately into EHRs—and that could impact not
just patient care, but also reimbursement.

Admit it. Your healthcare system faces these risks every day. Worse, if your
organization is like most, you don’t even have a good handle on the magnitude
of the risks—and that’s a risk in and of itself.

What you don’t know could catch up to you.

Moreover, silos in healthcare are creating more risk. Cross-functional teams
need to own and manage risk with the systems approach in 80001. Managing
risk in silos will fail.

KEY TAKEAWAY

Managing health IT risk is not merely a “tech” issue: It is central to
your core mission of quality patient care and clinical excellence.

© AAMI Health IT Risk Management



The time

is right to
leverage
80001—

a standard
tailor-made
for managing
today’s health
IT risks.

“As health IT adoption spreads and becomes a critical
component of organizational infrastructure, the potential
for health I'T-related harm will likely increase unless
risk-reducing measures are put into place.”

—Sentinel Event Alert 54, The Joint Commission

Let’s recap: You have risks—known and unknown—that could manifest into
business challenges with significant consequences. What you most likely don’t
have is a systematic approach for managing the risks effectively. This is the
missing piece in the health IT ecosystem that is leaving healthcare systems
vulnerable and even holding back innovation.

This is where the 80001 series of standards” comes into play. 80001 defines
the roles, responsibilities, and activities of healthcare delivery organizations
in managing health IT risk. This includes refining or developing policies and
procedures for identifying, assessing, and mitigating risks associated with
key system properties—safety, effectiveness, and data and system security.
(Yes, these key properties align with the triplet of major risks of health IT.)

] To learn more about 80001, and find out how to order the standards

from AAMI, see page 17.

Developers of the standards were ahead of the curve in anticipating the
industry-wide shift from vendor-owned, proprietary medical IT networks to
enterprise networks owned and managed by healthcare systems. This shift,
spurred by quests for cost savings and in-house control, is well under way now.

In a sense, taking ownership of health IT is like buying a house: Both the
benefits and the risks are all yours. You're responsible for the upkeep; you pay
for asset meltdowns. Indeed, 80001 frames healthcare systems as “responsible
organizations” for medical IT networks they own, whether they take a do-it-
yourself approach or share responsibility for managing risk with vendors.

“A lot of mitigation work has to happen when you have ownership, so you don’t
just own it when it fails,” said Scott Nudelman, general manager of biomedical
services at GE Healthcare. “What do you do to prevent systems from failing?
What are the processes you put in place? The healthcare industry just doesn’t
know where to go with all of this.”

“ ANSI/AAMI/IEC I 80001-1:2010, Application of risk management for IT-networks
incorporating medical devices.

6 Health IT Risk Management
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The Joint Commission (TJC) has taken notice of the shortcomings.

In Sentinel Event Alert 54 on the safe use of health IT, TJC in 2015 warned:

“As health IT adoption spreads and becomes a critical component of
organizational infrastructure, the potential for health IT-related harm will likely
increase unless risk-reducing measures are put into place.”” The accreditation
and certification organization referenced 80001 in recommending that
healthcare systems improve risk management actions in three crucial areas:

1. Safety culture, including shared responsibility and involvement among
healthcare organizations, clinicians, and vendors/developers

2. Process improvement, including developing a proactive, methodical
approach to assessing patient safety risks and identifying system failures
before they occur

3. Leadership and oversight of health IT planning, implementation, and
evaluation

Clearly, satisfying the responsibility for health IT requires stronger, bolder
action for mitigating risk. 80001 provides a road map and practical tools, which
represent best practices, to do just that.

In fact, healthcare leaders who take a serious look at the standard recognize
its value. “Whenever we present the standard to healthcare organizations, they
say, ‘Yes, this is exactly what we need, this is exactly what we've been looking
for,” said Todd Cooper, executive director of Breakthrough Solutions Foundry
and co-chair of the working group that drafted the standard.

“Whenever we present the standard

to healthcare organizations, they say,
‘Yes, this is exactly what we need, this
is exactly what we’ve been looking for.””

—Todd Cooper, executive director at Breakthrough

Solutions Foundry and co-chair of ISO/TC 215

“What do you do to
prevent systems from
failing? What are the
processes you put in
place? The healthcare
industry just doesn’t

know where to go
with all of this.”

—Scott Nudelman, general
manager of biomedical
services at GE Healthcare

© AAMI
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But wait—you
already do risk
management,
right? Yes and
no. You'd be
surprised at
what you're
missing.

Clinical, biomedical engineering, and health IT leaders who
ask senior executives to support an 80001 initiative in their
healthcare systems often meet with a healthy skepticism.
After all, cadres of people already manage health IT and
address risk, right?

Yes and no. Healthcare systems that have the courage to take a systematic look at
health IT risk come away astounded—and committed to act. The reason? They
recognize striking gaps in responsibility for health IT and management of risk.

Take a patient monitoring system. Biomeds “own” the patient monitors and
nurse or remote station monitors. IT staff own the enterprise network on

which the monitors operate. “The IT department is really good at the enterprise
network,” said Nudelman, who works with hospitals in which GE Healthcare
provides services to assess risk and improve value-based, care-driven technology.
“They know exactly who owns it, whose job it is. There are regulatory bodies and
OEM |[original equipment manufacturer] specifications around how you manage
your enterprise network. Biomeds know the segregated equipment.”

Between the monitors and the network, however, is no man’s land. A whole
series of physical and virtual connections—cables, OEM switches, core switches,
access switches to the EMR gateway, routers—serve as the glue that connects
the monitors to the enterprise network. Data capture servers, application
servers, interface engines, antennas, splitter boards, subsystems, and
telecommunications switches can be in the mix of health IT connectivity as well.

Every networked system depends on these connections to work safety,
effectively, and securely. In terms of responsibility, however, “there is a big cloud
in the middle of all this integrated technology,” Nudelman said. “If there’s a

problem with any of this equipment, these guys just point a finger at each other”’

”

For an anesthesia system in one hospital, GE Healthcare identified 14
connections and interfaces to the enterprise network—out of sight in the walls,
ceilings, and switch closets and out of mind in terms of both responsibility and
even awareness. “That’s 14 failure points you could have when the doctor says,
‘My anesthesia machine is not reporting on the EMR,”” Nudelman said.

That’s 14 potential failure points that no one owns—in just one system.

Multiply that by the number of systems in a given organization or facility and
the scope of unmanaged infrastructure and unmitigated risk becomes even more
troubling. “You don’t realize how bad it is until we do an actual gap analysis—
and everybody’s jaw is on the ground when they see the gaps,” Nudelman added.
“It’s mind-blowing. Once you see it, you have to do something.”

8 Health IT Risk Management
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“You don’t realize how bad it is until we do an actual gap analysis—
and everybody’s jaw is on the ground when they see the gaps.
It’s mind-blowing. Once you see it, you have to do something.”

—Scott Nudelman, general manager of biomedical services at GE Healthcare

Scot Copeland of Scripps Health echoes that statement: “Once you know the
risks, you have to do something about it.”

Figure 1 shows the gaps in responsibility that GE Healthcare discovered in one
hospital’s health IT systems. The hospital then took action to close the gaps by
clarifying who was responsible for every clinical device and system and every
component of these systems.

IT Security Gaps at One Hospital
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Figure 1. Minding the Gaps in Responsibility for Managing Risk

Source: The New Healthcare Technology World, GE Healthcare, May 2016. JB40441US. Used with permission.
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“80001 covers all three key properties of medical
devices on the health IT network—safety,
effectiveness, and security of data and systems.
It has something for everybody.”

—Scot Copeland, clinical systems specialist at Scripps Health

So yes, “you’re already doing risk management,” as Phil Raymond of Philips
Healthcare tells healthcare system leaders and practitioners when he talks to
them. “You're already applying best practices,” to front-end devices and back-
end enterprise networks. In many healthcare systems, this isn’t yet the case
when it comes to the ever-expanding territory in the middle—the connectivity
between devices and networks that’s a hallmark of the industrial Internet.

As far as the gaps go, “sticking your head in the sand and looking the other
way is risk management,” Raymond said. “It’s poor risk management or it’s
accepting a lot of risk, but you're doing this already. 80001 is more about
organizing and consciously applying risk management best practices.”

This is exactly what healthcare systems need now to manage health IT risk.

Tips for Getting Started and Staying the Course with 80001

Don’t take an “all or nothing” approach. 80001 has a couple of sticking points that give some
healthcare system leaders pause: “First, the standard seems at first to entail a significant, systemic
undertaking and considerable changes in practice, with no clear signals that current risk management
methods are broken. Second, the standard requires healthcare delivery organizations to have a
dedicated medical IT-network risk manager, which they are hesitant to do.”

Doing something is better than doing nothing. And help is on the way: 80001 is in revision now—
and one aim is to make the standard more user-friendly. In the meantime, ignoring risk is not a clever
strategy. Here’s how to make the standard manageable and still achieve results, starting now:

- Right-size your project. Start with one critical, high-risk health IT system to learn the ropes.

. Bring in third-party expertise and facilitation. Experts in the 80001 standard and risk
management can help educate staff, strengthen risk management skills, and keep your project
on track.

- Expand and sustain improvements and lessons learned. Incorporate 80001 risk management
into policies and procedures.

10 Health IT Risk Management © AAMI



Scripps Health Plugs Security Gaps
in Telemetry with 80001

“We have been doing clinical risk management for 20 years.
But 80001 is a more industrial-strength version of risk
management for systems, software, and networks.”

—Marcia Wylie, senior director of biomedical engineering at Scripps Health

The Biomedical Engineering Department of Scripps Health,
based in San Diego, CA, had had its eye on 80001 for a year
or two, and talked it up with administrators, before it found
an opportunity to put it to the test. The proving ground:

a brand new hospital, where a brand new wireless telemetry
system would be installed on a brand new, enterprise-wide
wireless network.

“We were nervous about putting our telemetry system on the
Scripps house-wide wireless network,” said Marcia Wylie,
senior director of biomedical engineering at Scripps Health.
“For us, it was about patient safety and effectiveness. We were
afraid—what happens when they do a change and it affects
telemetry for 300 patients? Telemetry is a poster child.”

Data and system security was the driving force behind interest
in 80001 for IT, IS [information services], and security staff.
“The IT Department realized they were missing medical
devices as they tried to get their hands around security,”

Wylie said. “This came at the right time for them to include
medical devices in that whole area.”

Managing security risks also appealed to the vice president of
compliance, who is responsible for security audits and who
endorsed the project, as well as the Scripps general counsel.
Getting that leadership endorsement was important, given
that the standard engages key stakeholders to capture broad
perspectives on risk management.

Managing security risks
appealed to the vice president of
compliance, who is responsible
for security audits and who
endorsed the project, as well as
the Scripps general counsel.

Besides this perfect test case, the project came together

when the Center for Medical Interoperability (C4MI) offered
technical assistance with 80001 initiatives to member
healthcare organizations. C4MI facilitated a four-stage process
to implement the standard:

1. A readiness assessment of key stakeholders, which is
included in the standard, for managing IT network risks

2. A targeted risk assessment of the wireless telemetry
architecture, which included training about network risk
management

3. A reassessment of managing IT network risks, which
showed a 3X improvement

4. A new 80001 improvement plan focused on physiological
monitoring in the post-anesthesia care unit at a different
facility

In Phase 1, C4MI used 80001 tools to probe stakeholders

in depth about policies and procedures already in place

for managing risk, such as change control responsibilities
and processes, and the potential impact on patient

safety and clinical practice. Out of that process came 15
recommendations, listed on page 13, which became action
items for managing risk across the healthcare system’s health
IT portfolio.

“We discovered that we were not starting from zero,” Wylie
said. “We had a lot of policies, processes, and procedures in
place already. We just needed to tie them together.”

Added Scot Copeland, clinical systems specialist at Scripps
Health: “We modified about half a dozen policies we
already had in place to include 80001. We put them into

a framework that would address the three key properties
of safety, effectiveness, and data and system security.

© AAMI
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Basically, we folded medical device security and functions
into existing IT security processes.”

A C4MI contractor who is well versed in risk management
tools worked part-time with the Scripps team for about six
months on the project. To facilitate collaboration, document
management, and risk management, she helped the team
create a SharePoint website that serves as a “live risk register,”
with risk management policies, procedures, and forms and

a repository for change permits, among other tools now
centrally located and accessible.

At the same time, the Phase 1 readiness assessment and
Phase 2 targeted risk assessment of the telemetry system

did reveal gaps in risk management. “One of the values of
the process, and something that we didn’t foresee, was that
clinicians were already concerned about risk,” Copeland said.
“It was because of the way the technologies go together and
the way they actually used them in the environment.”

A case in point: “When we asked what scared them the most
about the telemetry system, they said, ‘the portable phones,”
Copeland continued. “Pause for effect there, because everybody
thinks, ‘What do portable phones have to do with telemetry?””

It turns out that the hospital had spotty phone coverage.
When transporting a patient who needed to be monitored all
the time, nurses would intermittently lose communication.
They asked tough questions, Copeland said: “What happened
if they were in an elevator and a patient coded or something?
Could they get in touch with the code team or the people they
needed to do a proper response to that situation? Or would
they even know about the situation, if the teletech saw an
arrhythmia during transport and couldn’t reach the person
who was responsible for escorting the patient? What would
they do? That was the big thing that bugged clinicians and
we hadn’t even thought of that.”

The Scripps team investigated this issue further—and
discovered that there was no standard, no policy, no
documentation, and no training for teletechs or anyone
else for a situation like this. “That was an issue right there,”
Copeland said. “We found out it wasn't just the telesystem,
it was system-wide. That was a big find. That was worth the
price of admission for me right there.” Since then, nurse
executives have been working to address this issue.

In addition to assessing readiness and risks in Phases 1 and
2, Scripps and C4MI also provided training in 80001 risk
management during stakeholder meetings. A reassessment
of key stakeholders—including biomedical, IT, and IS staff—
in Phase 3 resulted in a 3X improvement in knowledge.

“When we asked what scared
them the most about the
telemetry system, they said,
‘the portable phones.”

—Scot Copeland, clinical systems
specialist at Scripps Health

In Phase 4, Scripps solidified its risk management practices
by applying 80001 to a physiological monitoring system in a
post-anesthesia care unit in a different hospital. This project,
completed without C4MT'’s assistance, resulted in a risk
management plan for that system.

The value of 80001, and lessons learned, for Scripps
Health. Implementing the standard did what it was supposed
to do for Scripps Health—identify and address risks and safety
gaps in two critical health IT systems. So what’s changed at
Scripps? What are the lessons learned?

1. 80001 brings robust, “industrial-strength” risk
management tools and processes to healthcare
systems. “We've been doing clinical risk management
for 20 years,” Wylie said. “But 80001 is a more industrial-
strength version of risk management for systems, software,
and networks.” 80001 tools yield a more sophisticated risk
analysis, based on probability and severity of risk, and a
“manufacturer version” of risk management that takes into
account system design.

2. Leveraging in-house skills with third-party
expertise and facilitation is an excellent model for
implementing 80001. C4MI’s knowledge of the standard
expedited the learning curve on the unfamiliar processes
and tools for the Scripps team. Just as important, C4MI
educated Scripps leadership on the value of the standard—
and facilitated the fact-finding sessions. Sometimes, these
meetings can be uncomfortable, particularly when safety
gaps are exposed. An outsider with no skin in the game can
keep these meetings productive.

3. Targeting one critical health IT system is a good
entry point to 80001. Rather than trying to implement
system-wide right off the bat, starting with the telemetry
system proved to be a manageable project for Scripps.
The benefits and lessons learned about the process from a
discrete system carry forward to future projects.

12 Health IT Risk Management
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. 80001 instills a proactive, collaborative approach

to risk management. The biomedical, IT, clinical, and
risk management departments now work together not
just on risk management, but also on cross-functional due
diligence and technical review of health IT before it comes
in the door.

. By building awareness and distributing responsibility
for risk management, 80001 calms nerves. “The whole
topic of risk management has gained visibility, so people
pay attention to it more,” Wylie said. “The awareness

and nervousness is shared amongst others now, not just

us. Things can still happen, but we are in a much better
position now to proactively get in front of them.”

OUTCOMES OF THE 80001 PROCESS

6.

80001 supports partnerships with vendors. “We never
really involved the device manufacturers in our risk
management conversations before,” Wylie said. That’s
changing—and Scripps is finding that sharing the common
language of 80001 with vendors is helpful.

80001 principles and tools can be useful for
managing risk of systems beyond health IT. Scripps is
now planning to apply 80001 processes not just to health
IT, but also to facilities operations and physical security,
such as HVAC and security systems and equipment. Some
of those systems are clinically vital, such as medical air that
keeps operating rooms at the right temperature.

Scripps Health’s 15 Action Items for Improving Risk Management

. Create a Medical IT Network Risk Manager position.

. Broaden the IT Risk Management Team to include IT, IS,
clinical, biomedical, and audit and compliance. Add the
Medical IT Network Risk Manager to the core IT Risk
Management Team.

. Include the three key properties of the medical IT network
(safety, effectiveness, security of data/systems) in the risk
management policy.

. Add a risk/benefit analysis of residual risk that is signed
off by the Medical IT Network Risk Manager and top
management.

. Change the process so that every change to the medical IT
network requires a risk management project or a change
permit, if one already exists. If one does not exist for the
requested change, a risk management project is launched
and the outcome of that project is either an authorized
change, a change permit for a well-defined group of similar
changes, or a rejection of the proposed change pending
additional risk control measures.

. Require go-live for all medical IT-network implementations
to be authorized by the Medical IT Network Risk Manager.

. Provide the Medical IT Network Risk Manager access to the
current network configuration and to the list of devices on
the medical IT network.

10.

11.

12.

13.

14.

15.

Document risk management discussions as a hazards
analysis with risk assessment, identification of risk control
measures, and evaluation of residual risk.

Add a process to prioritize, track, and measure effectiveness
of risk control measures.

Define it to be the role of the Medical IT Network Risk
Manager to manage medical device manufacturer (MDM)
and Medical IT network component (NCM) vendors’ risk
management responsibilities.

Define it to be the role of the Medical IT Network Risk
Manager to manage the risk management-related
communications between the organization and vendors
(MDMs and NCMs) with whom there is a risk management
responsibility agreement related to the medical IT-network.

Create a central repository for all medical IT network risk
management information.

Define it to be the role of the Medical IT Network Risk
Manager to ensure that all medical IT network CAPAs
[corrective and preventive actions] are closed in a
timely manner.

Use a tool for traceability of identified risk control measures.

Focus the risk management policy on the particular
medical IT network that it governs.

© AAMI
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An attractive
bonus: 80001
positions
healthcare
systems

to realize
efficiencies
and cost
savings from
the Industrial
Internet.

Beyond answering the need for more effective risk
management, 80001 also can help healthcare systems
improve health IT management and practices—and achieve
business results.

“I think we're right at the crux of hospitals really understanding that we

are in the middle of what GE and the rest of the world call the ‘Industrial
Internet,” Nudelman said. The Industrial Internet brings together “brilliant
machines, advanced analytics, and people at work,”? in GE’s words, to improve
performance, uptime, and productivity.

In healthcare, intelligent, networked health IT, which includes the Internet of
Things (IoT), provides real-time monitoring and diagnostics for operational
intelligence, including asset life-cycle management and predictions about what
will happen next, enabling people to make their best decisions.’**

" DATA POINTS
~
+

“Clinical and operations inefficiencies, which can be

most directly impacted by the Industrial Internet, account

for 59 percent of healthcare inefficiencies representing
$429 billion per year. It is estimated that deployment of the
Industrial Internet can help to drive these costs down roughly
25 percent, or about $100 billion per year in savings.

In this case, a one percent reduction in costs translates to
$4.2 billion per year—or $63 billion over 15 years." >

“If you want to be part of the Industrial Internet, you need to change the way
you work,” Nudelman said. “Fixing broken things is not the future. Think
about a pulse oximeter that used to be a whole device with a cable and finger
probe. That eventually became a circuit board inside another device. That pulse
oximeter is now a Bluetooth finger probe. It’s disposable.”

Given the built-in diagnostics and remote repair and upgrade capability

of today’s healthcare technology, plus the trend toward more disposable
products, the break—fix service model of clinical and biomedical engineering
is fast becoming obsolete. The “CE-IT convergence,” insider shorthand for
the overlap of clinical engineering and IT roles and responsibilities, reflects
these changes.

14 Health IT Risk Management
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Today’s environment demands improved management of healthcare
technology, systems, and networks—the infrastructure of the Industrial
Internet—including risk. Improving safety, effectiveness, and data and system
security will help healthcare systems maximize the potential benefits of the
industrial Internet.

With more and more health IT integrated in myriad combinations, managing
risk is becoming more complicated by the day. Nudelman speaks from
experience on this point. GE Healthcare supports some 700 hospitals in
managing their medical technology. “In my world, I have 89,000 unique
make—model combinations,” he said. “I have 3 million devices in my CMMS
[computerized maintenance management system] today. I see 160 new
configurations of makes and models every month.

“If you ask the end user, what’s your biggest problem with biomed or HTM
today, they say, ‘how my integrated devices talk to the network,” Nudelman
added. “The infusion pumps that are supposed to get the drug libraries
automatically through the Wi-Fi, they’re never connecting. There’s always a
problem. Who do you call?”

Every health IT integration has its own risk profile. Every healthcare system
has dozens or more systems in its technology portfolio. “As the complexity of
systems increase, the time for adoption of 80001 is right,” said Raymond, who
directs the Wireless Competency Center at Philips Healthcare.

For the Industrial Internet to really take off, interoperability of connected
health IT is crucial. “Executives get excited about driving true interoperability
because they keep getting stuck with systems that they’re told are interoperable
and they’re not,” said Cooper. “Then they have to spend millions of dollars

just patching together something that is brittle—and they’re not getting the
benefits that they want. Essentially, they want to solve the problem from a
technical standpoint.”

This scenario is especially familiar with electronic medical record [EMR]
systems. Rather than approaching this challenge from a purely technical
standpoint, a broader risk management perspective would yield a better
solution. “How do you not only get interoperable technologies, but then
leverage the implementation, use, and management of those technologies

to where you engender trust on the part of all stakeholders?” Cooper asked.
“My definition of trust is establishing a high level of confidence on the part of
all stakeholders that their interoperable technologies will perform as expected
safety and securely. That’s where 80001 comes in.”

80001 Helps to Bridge

the “People—Process Gap’
in Risk Management

Even with the best intentions, people are
limited in their knowledge of different types
of risk by their particular areas of expertise:

« HTM professionals tend to focus on
patient safety, management of medical
devices on wired and wireless networks,
and the effectiveness of healthcare
technology.

« IT, network, wireless, and security
professionals tend to focus on data and
system security, downtime, and change
control processes.

« Other healthcare professionals are most
concerned about clinical practice and
workflow, quality, liability, or finances.

These points of view are valuable, but there’s
no mechanism for putting them all together
into a comprehensive picture of risk.

Often, these professionals work largely in
silos, so they don’t have much opportunity
to build a collective understanding of health
IT risk. Even in healthcare systems where
IT and clinical or biomedical engineering
staff work well together, responsibility

for managing risk can be ill defined and,
sometimes, contentious. Everybody’s busy
and staffing is tight.

80001 provides a framework, processes, and
tools to help bridge the “people—process
gap” constructively and collaboratively.

© AAMI
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AAMI/FDA Summit Results in Action

Plan for Improving Risk Management

Healthcare systems are not alone in their need for better ways to manage
health IT risk. As healthcare technology proliferates and becomes more
complex, all stakeholders are experiencing similar pressures.

In 2015, AAMI and the FDA convened a Risk Management Summit to put the
issues in the spotlight. The summit made clear that everyone who is involved
with healthcare technology can and should contribute to risk management.

More than 200 participants from industry, healthcare systems, and
professional and regulatory organizations advocated for a full life-cycle
approach to managing health IT risks. For healthcare systems, for example,
they recommended broader “ownership” of risk management to include the
untapped expertise of people who know healthcare technology best, especially
clinicians.

The summit resulted in five “clarion themes”' to be used as an action plan
to help the healthcare community better manage health IT risk and improve
patient safety:

1. Recognize that everyone in healthcare is a risk manager.

2. Develop shared understandings of the risks—and benefits—of’
healthcare technology.

3. Adapt systems engineering principles, practices, and tools for risk
management.

4. Engage in a total life cycle approach to risk management of healthcare.
technology, which is required for effectively managing risk.

5. Create new practical tools to continue advancing the field of risk
management for healthcare technology.
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What Does 80001 Cover?

Recognizing that medical devices

are incorporated into IT networks to

achieve desirable benefits (for example,
interoperability), this international standard
defines the roles, responsibilities and activities
that are necessary for risk management of IT
networks incorporating medical devices to
address safety, effectiveness, and data and
system security.

ISO/TC 215, Health informatics, and IEC/SC
62A, Common aspects of electrical equipment
used in medical practice, developed the 80001
series of standards and technical reports.

The series covers roles, responsibilities, and
activities for organizations and key individuals
in managing risk:

 Responsible organizations

« Top management

Medical IT network risk manager
« Medical device manufacturer(s)

« Providers of other information technology

The series covers the activities and
documentation required for effective risk
management throughout the full life cycle

of health IT. Annexes to the standard explain
its rationale, provide an overview of risk
management relationships, provide guidance
on how to use it, and describe its relationship
to other standards.

TO ORDER, CONTACT AAMI

AAMI, which administers the international
work on this series (on behalf of ANSI), has
adopted all the existing parts of the existing
80001 series as American National Standards
or as AAMI Technical Information Reports.

These reports can be purchased
‘ at www.aami.org/store or by calling

+1-877-249-8226.

Published Parts of the 80001 Series

IEC 80001-1:2010, Application of risk management for IT-networks
incorporating medical devices—Part 1: Roles, responsibilities and activities

IEC/TR 80001-2-1:2012, Application of risk management for IT-networks
incorporating medical devices—Part 2-1: Step by Step Risk Management
of Medical IT-Networks; Practical Applications and Examples (adopted by
AAMI as ANSI/AAMI/ISO TIR80001-2-1:2012)

IEC/TR 80001-2-2:2012, Application of risk management for IT-networks
incorporating medical devices—Part 2-2: Guidance for the communication
of medical device security needs, risks and controls

IEC 80001-2-3:2012, Application of risk management for IT-networks
incorporating medical devices—Part 2-3: Guidance for wireless networks

IEC/TR 80001-2-4:2012, Application of risk management for IT-networks
incorporating medical devices—Part 2-4: General implementation
guidance for Healthcare Delivery Organizations

IEC/TR 80001-2-5:2014, Application of risk management for IT-networks
incorporating medical devices—Part 2-5: Application guidance—Guidance
for distributed alarm systems

ISO/TR 80001-2-6:2014, Application of risk management for IT-networks
incorporating medical devices—DPart 2-6: Application guidance—Guidance
for responsibility agreements

ISO/TR 80001-2-7:2015, Application of risk management for IT-networks
incorporating medical devices—Application guidance—Part 2-7: Guidance
for healthcare delivery organizations (HDOs) on how to self-assess their
conformance with IEC 80001-1

IEC/TR 80001-2-8:2016, Application of risk management for IT-networks
incorporating medical devices—Part 2-8: Application guidance—Guidance
on standards for establishing the security capabilities identified in IEC
80001-2-2

IEC/DTR 80001-2-9:2017, Application of risk management for IT-networks
incorporating medical devices—Part 2-9: Application guidance—Guidance

for use of security assurance cases to demonstrate confidence in IEC/TR
80001-2-2 security capabilities

AAMI has adopted all parts of the 80001 series as American National
Standards or AAMI Technical Information Reports.

© AAMI
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