
The Health Insurance Reform: Security Standards
(45 CFR parts 160, 162 and 164) establishes
standards for the security of electronic Protected

Health Information (ePHI) to be implemented by health
plans, healthcare clearinghouses, and certain healthcare
providers.1 The security standard implements some of the
requirements of the Administrative Simplification subtitle
in the Health Insurance Portability and Accountability Act
of 1996 (HIPAA). These security rules became effective
April 21, 2003, and compliance was expected by April 21,

2005. Are you compliant? Have you even started your
compliance efforts?

Some of us may be assuming these standards only
apply to our enterprise clinical data systems; therefore
clinical engineering is not affected—that’s IT’s problem.
If you are in that category let me share this statement
from the security standards: “Covered entities must
ensure the confidentiality, integrity, and availability of all
ePHI the covered entity creates, receives, maintains, or
transmits.”1

With the constant integration of information tech-
nologies into traditional biomedical devices, many of
them now possess all four of the above attributes. Unless
you have passed on all support responsibilities for med-
ical equipment to your IT personnel, you are affected. 

In this article, we will discuss the preliminary steps
necessary to begin integrating the HIPAA security stan-
dards into your clinical engineering program. Getting
started on any project of this size and complexity
requires commitment throughout the organization to
ensure success. 

Step 1: Knowledge is King
The security standards are broad in scope, yet very
detailed in their compliance requirements. Acquiring a
knowledgeable understanding of the security standards
will help demystify the task ahead. Several valuable
sources of information, implementation strategies, and
tools are available to help get you started.2

Step 2: Get Involved
Your IT department has probably already started
addressing the enterprise data systems, and will soon (if
not already) be approaching you to integrate your infor-
mation and strategies with theirs. This multi-discipli-
nary effort should be coordinated in the overall security
management program overseen by the institution’s des-
ignated security officer.1 If not already invited, volunteer
to become a participating member of this committee.
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Figure 1. Data collection form
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Step 3: Plan Your Efforts
The fact that these security standards have been mandat-
ed as part of our new standard of operation and with
resources already strained, carefully integrating this effort
into your equipment management program will not only
ease the burden but will assure your success. Before com-
missioning resources, you may want to consider:
• Modifications to your existing inventory database to

preserve collected information 
• Integrating data collection efforts with other support

activities
• Utilizing manufacturers where possible to provide

critical data
• Standardizing evaluation methodologies and tools

within the organization.
The initial steps must be well planned and imple-

mented for a successful program to emerge.

Step 4: Identify the Bandits
Most medical devices were designed to create electronic
patient health information. Their evolution has added
capabilities to receive, store, and transmit this informa-
tion to larger systems for creation of a comprehensive
patient health record. Many other devices do not create

ePHI, and may never. Separating your devices in these
two major categories will help you divide and conquer.

Our multi-hospital medical equipment inventory
consists of approximately 25,000 devices.  This invento-
ry represents all devices regardless of whether ePHI is
present or not.  We initially sorted this inventory by
device description, eliminating all types that were easily
known not to create ePHI (flow meters, light sources,
tourniquets, etc).  This first pass created a subset of
7,500 devices that obviously included multiple instances
of duplicate models.  By performing a query to eliminate
duplicates, we were left with 450 unique make and mod-
els that required validation.

Step 5: Validate the Data
A preliminary survey needed to be conducted for all 450
make and models to verify if any of the identifiable
patient data elements qualifying as ePHI truly existed.
Sorting this inventory by manufacturer and model
enabled us to hand out manageable portions to our engi-
neers for review.

Using the data collection form shown in Figure 1, our
engineers were able to determine which devices actually
met the standards criteria. Validation was accomplished
by reviewing data provided directly from available man-
ufacturer disclosure statements or from physical verifi-
cation.3 The resulting inventory of device models served
as the core group of items that present a security risk to
the institution.

Step 6: Calculating Risk
The security standards require that we: “Conduct an
accurate and thorough assessment of the potential risks
and vulnerabilities to the confidentiality, integrity, and
availability of ePHI held by the covered entity.”1 An
excellent risk scoring methodology utilizing criticality
and probability determinants was developed through a
collaborative work group of the American College of
Clinical Engineering, ECRI, and Health Information
and Management Systems Society (HIMSS), and was
selected as the basis for our risk assessment effort.2,4

Assessing risk is a relative task that requires knowl-
edge that clinical engineers possess. It also requires a
thorough understanding of clinical operations, informa-
tion system networks, data storage, and operating sys-
tems. Utilizing this scoring methodology, a group of our
senior engineers applied scores for each device model in
the core group of items created in Step 5. Incorporating
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Figure 2. Checklist of required policies

Required Policies Identified

Administrative
Security Management Process Policy
Assigned Security Responsibility Policy
Information Access Management Policy
Security Incident Policy
Contingency Plan
Evaluation of Standards Policy
Business Associate Contracts and

Other Arrangements Policy

Physical
Facility Access Controls
Workstation Use Policy
Device and Media Controls Policy

Technical Safeguards
Access Control Policy
Integrity Policy

Organizational Requirements
Business Associate Contracts Policy

Documentation
Policy and Procedure Updates/Availability
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the risk scoring results into the
equipment database allowed us
to permanently attach our
results to each device with the
same make and model, sort by
level of risk, and report our
results with a greater range of
flexibility. 

Step 7: Dust Off Your
P&Ps
In order to fully implement the
protections mandated in the
HIPAA security rules, they
must be integrated into the
standard operating procedures
of our organizations.  The poli-
cies specifically identified in
the body of the final rule are
listed in Figure 2. We found
many of these were imple-
mented for the enterprise
patient information systems,
but needed modifications to
include the systems and devices found in the medical
equipment program.

When procedures became specific to individual sys-
tems or devices (access controls, media controls, etc.) it
was necessary to develop procedures with the clinical
users and append them to the appropriate departmental
and administrative policies. This is an ongoing effort.

Step 8: Risk Management Audit
Now that the easy tasks are complete, it’s time to roll up
your sleeves. The security standards are separated into
five categories: administrative, physical, technical, orga-
nizational, and documentation. In addition, many of the
standards include multiple implementation specifica-
tions. Some can be applied universally while others will
need to be evaluated individually by system and/or
device. 

Our validated inventory of stand-alone biomedical
devices and clinical information systems sorted by sever-
ity of risk provided a natural priority of efforts for this
step. Clinical engineers met with equipment users,
department managers, and system administrators to
review equipment capabilities along with current opera-
tional protocols to determine our level of compliance for

each standard. Organizing and analyzing such a large
amount of audit data was challenging during this step,
therefore we developed a tool that would be useful for
identifying security gaps and reporting progress to the
organization (Figure 3).

Our next steps will be to make something useful come
from all this effort. Our engineers are working collabo-
ratively with manufactures, IT managers, clinical system
administrators, and users to determine what security
issues exist and what feasible solutions can be imple-
mented. �
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Figure 3. Tool to identify security gaps
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